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01 - Introduction, Means of I/O

What is Systems Programming?

Computer programming can be categorized into two categories .i.e.

Input—=>  Process p— Qutput

While designing software the programmer may determine the required inputs for
that program, the wanted outputs and the processing the software would perform
in order to give those wanted outputs. The implementation of the processing part
is associated with application programming. Application programming facilitates
the implementation of the required processing that software is supposed to
perform; everything that is left now is facilitated by system programming.

Systems programming is the study of techniques that facilitate the acquisition of
data from input devices, these techniques also facilitates the output of data which
may be the result of processing performed by an application.

Three Layered Approach

A system programmer may use a three layered approach for systems
programming. As you can see in the figure the user may directly access the
programmable hardware in order to perform 1/O operations. The user may use
the trivial BIOS (Basic Input Output System) routines in order to perform I/O in
which case the programmer need not know the internal working of the hardware
and need only the knowledge BIOS routines and their parameters.

|

DOS

v

H/W
In this case the BIOS programs the hardware for required I/O operation which is
hidden to the user. In the third case the programmer may invoke operating
systems (DOS or whatever) routines in order to perform I/O operations. The

operating system in turn will use BIOS routines or may program the hardware
directly in order to perform the operation.

BIOS
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Methods of 1/0

In the three layered approach if we are following the first approach we need to
program the hardware. The hardware can be programmed to perform I/O in three
ways i.e.

e Programmed 1/O

e Interrupt driven I/O

e Direct Memory Access

In case of programmed I/O the CPU continuously checks the I/O device if the 1/0O
operation can be performed or not. If the 1/O operations can be performed the
CPU performs the computations required to complete the I/O operation and then
again starts waiting for the I/O device to be able to perform next I/O operation. In
this way the CPU remains tied up and is not doing anything else besides waiting
for the I/O device to be idle and performing computations only for the slower 1/O
device.

In case of interrupt driven the flaws of programmed driven I/O are rectified. The
processor does not check the 1/0 device for the capability of performing I/O
operation rather the I/O device informs the CPU that it’s idle and it can perform
I/O operation, as a result the execution of CPU is interrupted and an Interrupt
Service Routine (ISR) is invoked which performs the computations required for
I/O operation. After the execution of ISR the CPU continues with whatever it was
doing before the interruption for I/O operation. In this way the CPU does not
remain tied up and can perform computations for other processes while the I/O
devices are busy performing I/O and hence is more optimal.

Usually it takes two bus cycles to transfer data from some 1/O port to memory or
vice versa if this is done via some processor register. This transfer time can be
reduced bypassing the CPU as ports and memory device are also interconnected
by system bus. This is done with the support of DMA controller. The DMA (direct
memory access) controller can controller the buses and hence the CPU can be
bypassed data item can be transferred from memory to ports or vice versa in a
single bus cycle.
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/0O controllers

1/0O device

!

I/O controller

'
CPU

No I/O device is directly connected to the CPU. To provide control signals to the
I/O device a I/O controller is required. I/O controller is located between the CPU
and the I/O device. For example the monitor is not directly collected to the CPU
rather the monitor is connected to a VGA card and this VGA card is in turn
connected to the CPU through busses. The keyboard is not directly connected to
CPU rather its connected to a keyboard controller and the keyboard controller is
connected to the CPU. The function of this 1/O controller is to provide

e /O control signals

e Buttering

e LITOr LOIrecton ana vetecuon
We shall discuss various such I/O controllers interfaced with CPU and also the
techniques and rules by which they can be programmed to perform the required
I/O operation.

Some of such controllers are
e DMA controller
Interrupt controller
Programmable Peripheral Interface (PPI)
Interval Timer
Universal Asynchronous Receiver Transmitter

We shall discuss all of them in detail and how they can be used to perform I/O
operations.

Operating systems

Systems programming is not just the study of programmable hardware devices.
To develop effective system software one needs to the internals of the operating
system as well. Operating systems make use of some data structures or tables
for management of computer resources. We will take up different functions of the
operating systems and discuss how they are performed and how can the data
structures used for these operations be accessed.
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File Management

File management is an important function of the operating systems.
DOS/Windows uses various data structures for this purpose. We will see how it
performs I/O management and how the data structures used for this purpose can
be directly accessed. The various data structures are popularly known as FAT
which can be of 12, 16 and 32 bit wide, Other data structures include BPB(BIOS
parameter block), DPB( drive parameter block) and the FCBs(file control block)
which collectively forms the directory structure. To understand the file structure
the basic requirement is the understanding of the disk architecture, the disk
formatting process and how this process divides the disk into sectors and
clusters.

Memory management
Memory management is another important aspect of operating systems.
Standard PC operate in two mode in terms of memory which are

e Real Mode

e Protected Mode

In real mode the processor can access only first one MB of memory to control the
memory within this range the DOS operating system makes use of some data
structures called

e FCB (File control block )

e PSP (Program segment prefix)

We shall discuss how these data structures can be directly accessed, what is the
significance of data in these data structures. This information can be used to
traverse through the memory occupied by the processes and also calculate the
total amount of free memory available.
Certain operating systems operate in protected mode. In protected mode all of
the memory interfaced with the processor can be accessed. Operating systems in
this mode make use of various data structures for memory management which
are

e Local Descriptor Table

e Global Descriptor Table

e Interrupt Descriptor Table

We will discuss the significance these data structures and the information stored

in them. Also we will see how the logical addresses can be translated into
physical addresses using the information these tables

Viruses and Vaccines

Once an understanding of the file system and the memory Management is
developed it is possible to understand the working of viruses. Virus is a simple
program which can embed itself within the computer resources and propagate
itself. Mostly viruses when activated would perform something hazardous.
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We will see where do they embed themselves and how can they be detected.
Moreover we will discuss technigues of how they can be removed and mostly
importantly prevented to perform any infections.

There are various types of viruses but we will discuss those which embed

themselves within the program or executable code which are
Executable tile viruses
Partition 1able or boot sector viruses

Device Drivers

Just connecting a device to the PC will not make it work unless its device drivers
are not installed. This is so important because a device driver contains the
routines which perform 1/O operations on the device. Unless these routines are
provided no I/O operation on the I/O device can be performed by any application.
We will discuss the integrated environment for the development of device drivers
for DOS and Windows.

We shall begin our discussion from means of I/O. On a well designed device it is
possible to perform I/O operations from three different methods
e Programmed /O

e Interrupt driven /O
e DIVIA ariven v

Output Input
= Do | |
DO
D7
D7
Busy
Strobe DR
CcPU CPU /o
Controller

In case of programmed I/O the CPU is in a constant loop checking for an 1/0O
opportunity and when its available it performs the computations operations
required for the 1/0O operations. As the I/O devices are generally slower than the
CPU, CPU has to wait for I/O operation to complete so that next data item can be
sent to the device. The CPU sends data on the data lines. The device need to be
signaled that the data has been sent this is done with the help of STROBE signal.
An electrical pulse is sent to the device by turning this signal to 0 and then 1. The
device on getting the strobe signal receives the data and starts its output. While
the device is performing the output it's busy and cannot accept any further data
on the other and CPU is a lot faster device and can process lot more bytes during
the output of previously sent data so it should be synchronized with the slower
I/O device. This is usually done by another feed back signal of BUSY which is
kept active as long as the device is busy. So the CPU is only waiting for the
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device to get idle by checking the BUSY signal as long as the device is busy and
when the device gets idle the CPU will compute the next data item and send it to
the device for I/O operation.
Similar is the case of input, the CPU has to check the DR (data Ready) signal to
see if data is available for input and when its not CPU is busy waiting for it.

Interrupt Driven 1/O

Interrupt Driven input / output

DO |

D7|

Strobe

Busy

T

ACK

CPU

/0
Controller

a|lz = 3
NI

—

/O
Controller

The main disadvantage of
programmed I/O as can be
noticed is that the CPU is
busy waiting for an /0
opportunity and as a result
remain tied up for that I/O
operation. This disadvantage
can be overcome by means
of interrupt driven I/O. In
Programmed I/O CPU itself
checks for an 1/0O opportunity
but in case of interrupt
driven 1/O the I/O controller

interrupts the execution of CPU when ever and I/O operation is required for the
computation of the required 1/0O operation. This way the CPU can perform other
computation and interrupted to perform and interrupt service routine only when
an I/O operation is required, which is quite an optimal technique.
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DMA driven I/O

In case data is needed to
transferred from main
— > memory to 1/O port this can
be done using CPU which
2 S 4 will consume 2 bus cycles
for a single word, one bus
cycle from memory to CPU
and other from CPU to I/O
> < port in case of output and
the vice versa in case of
input. In case no computation on data is required CPU can be bypassed and
another device DMA (direct memory access) controller can be used. Its possible
to transfer a data word directly from memory to CPU and vice versa in a single
bus cycle using the DMA, this technique is definitely faster.

We shall start our discussion with the study of interrupt and the techniques used
to program them. We will discuss other methods of I/O as required.

What are interrupts?

ISR Performing An 1/O

Literally to interrupt means to break the continuity of some on going task. When
we talk of computer interrupt we mean exactly the same in terms of the
processor. When an interrupt occurs the continuity of the processor is broken and
the execution branches to an interrupt service routine. This interrupt service
routine is a set of instruction carried out by the CPU to perform or initiate an 1/0O
operation generally. When the routine is over the execution of the CPU returns to
the point of interruption and continues with the on going process.
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Interrupts can be of two types
e Hardware Interrupts
e Software Interrupts

Only difference between them is the method by which they are invoked. Software
interrupts are invoked by means of some software instruction or statement and
hardware interrupt is invoked by means of some hardware controller generally.

Interrupt Mechanism

Interrupts are quite similar to procedures or function because it is also another
form temporary execution transfer, but there some differences as well. Note that
when procedures are invoked by there names which represents their addresses
is specified whereas in case of interrupts their number is specified. This number
can be any 8 bit value which certainly is not its address. So the first question is
what is the significance of this number? Another thing should also be noticed that
procedures are part of the program but the interrupts invoked in the program are
no where declared in the program. So the next question is where do these
interrupts reside in memory and if they reside in memory then what would be the
address of the interrupt?

Firstly lets see where do interrupts reside. Interrupts certainly reside somewhere
in memory, the interrupts supported by the operating system resides in kernel
which you already know is the core part of the operating system. In case of DOS
the kernel is io.sys which loads in memory at boot time and in case of windows
the kernel is kernel32.dll or kernel.dll. these files contain most of the I/O routines
and are loaded as required. The interrupts supported by the ROM BIOS are
loaded in ROM part of the main memory which usually starts at the address
FO00:0000H. Moreover it is possible that some device drivers have been installed
these device drivers may provide some I/O routines so when the system boots
these 1/O routines get memory resident at interrupt service routines. So these are
the three possibilities.

Secondly a program at compile time does not know the exact address where the
interrupt service routine will be residing in memory so the loader cannot assign
addresses for interrupt invocations. When a device driver loads in memory it
places the address of the services provided by itself in the interrupt vector table.
Interrupt Vector Table (IVT) in short is a 1024 bytes sized table which can hold
256 far addresses as each far address occupies 4 bytes. So its possible to store
the addresses of 256 interrupts hence there are a maximum of 256 interrupt in a
standard PC. The interrupt number is used as an index into the table to get the
address of the interrupt service routine.
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Interrupt Mechanism

Interrupt follow a follow a certain mechanism for their invocation just like near or far
procedures. To understand this mechanism we need to understand its differences with
procedure calls.

Difference between interrupt and procedure calls
Procedures or functions of sub-routines in various different languages are called by
different methods as can be seen in the examples.

e (Call MyProc

e A= Addition(4,5);

e Printf(**hello world”);

The general concept for procedure call in most of the programming languages is that on
invocation of the procedure the parameter list and the return address (which is the value if
IP register in case of near or the value of CS and IP registers in case of far procedure) is
pushed Moreover in various programming languages whenever a procedure is called its
address need to be specified by some notation i.e. in C language the name of the
procedure is specified to call a procedure which effectively can be used as its address.

However in case of interrupts the a number is used to specify the interrupt number in the
call

e IntZlnh
e Int10n
e Int3

Fig 1 (Call to interrupt service routine and procedures/functions)

Main
Call proc1()
Call procl() Int 21h
Proc1()
Int 10h
Proc2()

Moreover when an interrupt is invoked three registers are pushed as the return address i.e.
the values of IP, CS and Flags in the described order which are restored on return. Also
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02 - Interrupt Mechanism

no parameters are pushed onto the stack on invocation parameters can only be passed
through registers.

The interrupt vector table

The interrupt number specified in the interrupt call is used as an index into the interrupt
vector table. Interrupt vector table is a global table situated at the address 0000:0000H.
The size of interrupt vector table is 1024 bytes or 1 KB. Each entry in the IVT is sized 4
bytes hence 256 interrupt vectors are possible numbered (0-FFH). Each entry in the table
contains a far address of an interrupt handlers hence there is a maximum of 256 handlers
however each handlers can have a number of services within itself. So the number
operations that can be performed by calling an interrupt service routine (ISR) is indefinite
depending upon the nature of the operating system. Each vector contains a far address of
an interrupt handler. The address of the vector and not the address of interrupt handler can
be easily calculated if the interrupt number is known. The segment address of the whole
IVT is 0000H the offset address for a particular interrupt handler can be determined by
multiplying its number with 4 eg. The offset address of the vector of

INT 21H will be 21H * 4 = 84H and the segment for all vectors is 0 hence its far address
is 0000:0084H,( this is the far address of the interrupt vector and not the interrupt service
routine or interrupt handler). The vector in turn contains the address of the interrupt
service routine which is an arbitrary value depending upon the location of the ISR
residing in memory.

Fig 2 (Interrupt Vector Table)

Interrupt Vector Table

INTO 0000:0000
INT1 0000:0004
INTFF 0000:03FFH

Moreover it is important to understand the meaning of the four bytes within the interrupt
vector. Each entry within the IVT contains a far address the first two bytes (lower word)
of which is the offset and the next two bytes (higher word) is the segment address.
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INT 0 LO(0) 0000:0001
LO(L)
HI(0)
HI(1) 0000:0003
INT 1 0000:0004
0000:0007

Fig 3 (Far address within Interrupt vector)

Location of ISRs (Interrupt service routines)
Generally there are three kind of ISR within a system depending upon the entity which
implements it

e BIOS (Basic I/O services) ISRs

e DOUS ISKRS

e ISRs provided by third party device drivers
When the system has booted up and the applications can be run all these kind of ISRs
maybe provided by the system. Those provided by the ROM-BIOS would be typically
resident at any location after the address FO00:0000H because this the address within
memory from where the ROM-BIOS starts, the ISRs provided by DOS would be resident
in the DOS kernel (mainly 10.SYS and MSDQOS.SYS loaded in memory) and the ISR
provided by third party device drivers will be resident in the memory occupied by the
device drivers.

10.SYS

Device Driver
Command. COM

USER PROGRAM

Rom Bios FO00:0000

Fig 4 (ISRs in memory)

This fact can be practically analyzed by the DOS command mem/d which gives the status
of the memory and also points out which memory area occupied by which process as
shown in the text below. The information given by this command indicates the address
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02 - Interrupt Mechanism

where 10.SYS and other device drivers have been loaded but the location of ROM BIOS
is not shown by this command.

C:\>mem /d
Address Name Size Type
000000 000400 Interrupt Vector
000400 000100 ROM Communication Area
000500 000200 DOS Communication Area
000700 I0 000370 System Data
CON System Device Driver
AUX System Device Driver
PRN System Device Driver
CLOCKS System Device Driver
COM1 System Device Driver
LPT1 System Device Driver
LPT2 System Device Driver
LPT3 System Device Driver
CoM2 System Device Driver
COoM3 System Device Driver
CcoM4 System Device Driver
000A70 MSDOS 001610 System Data
002080 I0 002030 System Data
KBD 000CEO System Program
HIMEM 0004EOQ DEVICE=
XMSXXXX0 Installed Device Driver
000490 FILES=
000090 FCBS=
000120 LASTDRIVE=
0007D0 STACKS=
0040cC0 COMMAND 000A20 Program
004AF0 MSDOS 000070 -- Free -—-
004B70 COMMAND 0006D0 Environment
005250 DOSX 0087A0 Program
00DAOO MEM 000610 Environment
00E020 MEM 0174E0 Program
025510 MSDOS 07AADO -- Free -—-
09FFFO0 SYSTEM 02F000 System Program
0CF000 I0 003100 System Data
MOUSE 0030F0 System Program
0D2110 MSDOS 000600 -- Free -—-
0D2720 MSCDEXNT 0001DO0 Program
0D2900 REDIR 000A70 Program
0D3380 DOSX 000080 Data
0D3410 MSDOS 00CBEO -- Free -—-

655360 bytes total conventional memory
655360 bytes available to MS-DOS
597952 largest executable program size

1048576 bytes total contiguous extended memory
0 bytes available contiguous extended memory
941056 bytes available XMS memory
MS-DOS resident in High Memory Area

Interrupt Invocation

Although hardware and software interrupts are invoked differently i.e hardware interrupts
are invoked by means of some hardware whereas software interrupts are invoked by
means of software instruction or statement but no matter how an interrupt has been
invoked processor follows a certain set steps after invocation of interrupts in exactly same
way in both the cases. These steps are listed as below

e Push Flags, CS, IP Registers, Clear Interrupt Flag
o Use (INT#)*4 as Offset and Zero as Segment

© Copyright Virtual University of Pakistan 14
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02 - Interrupt Mechanism

e This is the address of interrupt Vector and not the ISR

e Use lower two bytes of interrupt Vector as offset and move into IP

e Use the higher two bytes of Vector as Segment Address and move it into
CS=0:[offset+2]

e Branch to ISR and Perform 1/O Operation

e Return to Point of Interruption by Popping the 6 bytes i.e. Flags CS, IP.

This can be analyzed practically by the use of debug program, used to debug assembly
language code, by assembling and debugging INT instructions

C:\>debug

-d 0:84

0000:0080 7C 10 A7 00-4F 03 55 05 8A 03 55 05 |...0.U...U.
0000:0090 17 03 55 05 86 10 A7 00-90 10 A7 00 9A 10 A7 00 B U
0000:00A0 B8 10 A7 00 54 02 70 00-F2 04 74 CcC B8 10 A7 00 oo Tipeaateo
0000:00B0 B8 10 A7 00 B8 10 A7 00-40 01 21 04 50 09 AB D4 . ....... @.!'.P...
0000:00C0 EA AE 10 A7 00 E8 00 FO-B8 10 A7 00 C4 23 02 C9 e #..
0000:00D0 B8 10 A7 00 B8 10 A7 00-B8 10 A7 00 B8 10 A7 00 e e 7
0000:00E0 B8 10 A7 00 B8 10 A7 00-B8 10 A7 00 B8 10 A7 00 ittt
0000:00F0 B8 10 A7 00 B8 10 A7 00-B8 10 A7 00 B8 10 A7 00 ittt
0000:0100 8A 04 10 02

—a

0AF1:0100 int 21

0AF1:0102

-r

AX=0000 BX=0000 CX=0000 DX=0000 SP=FFEE BP=0000 SI=0000 DI=0000
DS=0AF1l ES=0AF1 SS=0AFl1 CS=0AF1l IP=0100 NV UP EI PL NZ NA PO NC
0AF1:0100 CD21 INT 21

-t

AX=0000 BX=0000 CX=0000 DX=0000 SP=FFE8 BP=0000 SI=0000 DI=0000
DS=0AF1 ES=0AF1 SS=0AFl1 CS=00A7 IP=107C NV UP DI PL NZ NA PO NC
00A7:107C 90 NOP

-d ss:ffe8
0AF1:FFEO 02 01 F1 0A 02 F2 00 00
0AF1:FFFO 00 00 00 00 00 00 00O 00-00 0O 0O 00 00 00 00 00

The dump at the address 0000:0084 H shows the value of the vector of the interrupt #
21H i.e. 21H * 4 = 84H. This address holds the value 107CH in lower word and 00A7H
in the higher word which indicates that the segment address of interrupt # 21 is 00A7H
and the offset address of this ISR is 107CH.

Moreover the instruction INT 21H can be assembled and executed in the debug program,
on doing exactly so the instruction is traced through and the result is monitored. It can be
seen that on execution of this instruction the value of IP is changed to 107CH and the
value of CS is changed to 00A7H which cause the execution to branch to the Interrupt #
21H in memory and the previous values of flags, CS and IP registers are temporarily
saved onto the stack as the value of SP is reduced by 6 and the dump at the location
SS:SP will show these saved values as well.

Parameter passing into Software interrupts

In case of procedures or function in various programming languages parameters are
passed through stack. Interrupts are also kind of function provided by the operating
system but they do not accept parameters by stack rather they need to passed parameters
through registers.

Software interrupts invocation
Now let’s see how various interrupts can be invoked by means of software statements.
First there should be way to pass parameters into a software interrupt before invoking the
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interrupt; there are several methods for doing this. One of the methods is the use of
pseudo variables. A variable can be defined a space within the memory whose value can
be changed during the execution of a program but a pseudo variable acts very much like a
variable as its value can be changed anywhere in the program but is not a true variable as
it is not stored in memory. C programming language provides the use of pseudo variables
to access various registers within the processor.

The are various registers like AX, BX, CX and DX within the processor they can be
directly accessed in a program by using their respective pseudo variable by just attaching
a “_” (underscore) before the register’snameeg. AX = 5; A = BX.

After passing the appropriate parameters the interrupt can be directly invoked by calling
the geninterrupt () function. The interrupt humber needs to be passed as parameter
into the geninterrupt() function.

Interrupt # 21H, Service # 09 description

Now lets learn by means of an example how this can be accomplished. Before invoking
the interrupt the programmer needs to know how the interrupt behaves and what
parameters it requires. Lets take the example of interrupt # 21H and service # 09 written
as 21H/09H in short. It is used to print a string ending by a ‘$’ character and other
parameters describing the string are as below

Inputs

AH = UxUY

DS = Segment Address of string

DX = Offset Address of string
Output
The “$’ terminated string at the address DS:DX is displayed
One thing is note worthy that the service # is placed in AH which is common with almost
all the interrupts and its service. Also this service is not returning any siginificant data, if
some service needs to return some data it too is received in registers depending upon the
particular interrupt.

Example:

#include<stdio.h>
#include<BIOS.H>
#include<DOS.H>
#include<conio.h>

char st[80] ={"Hello World$"};

void main ()
{
clrscr(); //to clear the screen contents
DX = (unsigned int) st;
_AH = 0x09;
geninterrupt (0x21) ;
getch(); //waits for the user to press any key

}

this is a simple example in which the parameters of int 21H/09H are loaded and then int
21H is invoked. DX and AH registers are accessed through pseudo variables and then
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geninterrupt () is called to invoke the ISR. Also note that _DS is not loaded. This is
the case as the string to be loaded is of global scope and the C language compiler
automatically loads the segment address of the global data into the DS register.

Another Method for invoking software interrupts

This method makes use of a Union. This union is formed by two structure which
correspond to general purpose registers AX, BX, CX and DX. And also the half register
AH, AL, BH, BL, CH, CL, DH, DL. These structures are combined such that through this
structure the field ax can be accessed to load a value and also its half components al and
ah can be accessed individually. The declaration of this structure goes as below. If this
union is to be used a programmer need not declare the following declaration rather
declaration already available through its header file “dos.h”

struct full

{
unsigned int ax;
unsigned int bx;
unsigned int cx;
unsigned int dx;

}i

struct half

{
unsigned char al;
unsigned char ah;
unsigned char bl;
unsigned char bh;
unsigned char cl;
unsigned char ch;
unsigned char dl;
unsigned char dh;

}i

typedef union tagREGS

{
struct full x;
struct half h;

}REGS;

This union can be used to signify any of the full or half general purpose register shows if
the field ax in x struct is to be accessed then accessing the fields al and ah in h will also
have the same effect as show in the example below.

Example:

#include<DOS.H>

union REGS regs;

void main (void )
{
regs.h.al = 0x55;
regs.h.ah = 0x99;
printf (“%$x”,regs.x.ax);

}
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output:
9955

The int86 () function

The significance of this REGS union can only be understood after understanding the
int86() function. The int86() has three parameters. The first parameter is the interrupt
number to be invoked, the second parameter is the reference to a REGS type union which
contains the value of parameters that should be passed as inputs, and third parameter is a
reference to a REGS union which will contain the value of registers returned by this
function. All the required parameters for an ISR are placed in REGS type of union and its
reference is passed to an int86() function. This function will put the value in this union
into the respective register and then invoke the interrupt. As the ISR returns it might leave
some meaningful value in the register (ISR will return values), these values can be
retrieved from the REGS union whose reference was passed into the function as the third
parameter.

Example using interrupt # 21H service # 42H
To make it more meaningful we can again elaborate it by means of an example. Here we
make use of ISR 21H/42H which is used to move the file pointer. Its detail is as follows

Int#21 Service # 42H
Inputs
AL = Move Technique
BX = File Handle
CX-DX = No of Bytes File to be moved
AH = Service # = 42H

Output
DX-AX = No of Bytes File pointer actually moved.

BOF cp EOF

This service is used to move the file pointer to a certain position relative to a certain
point. The value in AL specify the point relative to which the pointer is moved. If the
value of AL = 0 then file pointer is moved relative to the BOF (begin of File) if AL=1
then its moved relative to current position and if AL = 2 then its moved relative to the
EOF (end of file).

CX-DX specify the number of bytes to move a double word is needed to specify this
value as the size of file in DOS can be up to 2 GB.

On return of the service DX-AX will contain the number of bytes the file pointer is
actually moved eg. If the file pointer is moved relative to the EOF zero bytes the DX-AX
on return will contain the size of file if the file pointer was at BOF before calling the
service.
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The above described service can be used to get the size of a file in the described manner.
The following C language program tries to accomplish just that. This program has been
saved as .C file and not as .CPP file and then compiled.

Example 21H/42H:.
#include<stdio.h>
#include<fcntl.h>
#include<io.h>
#include<BIOS.H>
#include<DOS.H>

unsigned int handle;

void main ()

{

union REGS regs;

unsigned long int size;

handle = open("c:\\abc.txt",O RDONLY) ;
regs.x.bx = handle;

regs.h.ah = 0x42;

regs.h.al = 0x02; //correction
regs.x.cx = 0;

regs.x.dx = 0;

int86 (0x21, &regs, &regs) ;

*((int*) (&size)) = regs.x.ax;
*(((int*) (&size))+1l) =regs.x.dx;
printf ("Size is %d“ ,size);

}

This program opens a file and saves its handle in the handle variable. This handle is
passed to the ISR 21H/42H along with the move technique whose value is 2 signifing
movement relative to the EOF and the number of bytes to move are specified to be zero
indicating that the pointer should move to the EOF. As the file was just opened the
previous location of the file pointer will be BOF. On return of this service DX-AX will
contain the size of the file. The low word of this size in ax is placed in the low word of
size variable and the high word in dx is placed in the high word of size variable.

Another Example:

Lets now illustrate how ISR can be invoked by means of another example of BIOS
service. Here we are choosing the ISR 10h/01h. This interrupt is used to perform 1/O on
the monitor. Moreover this service is used to change the size of cursor in text mode. The
description of this service is given as under.
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Int # 10H Service # 01H
Entry
AH =01

CH = Beginning Scan Line
CL = Ending Scan Line
On Exit
Unchanged

The size of the cursor depends upon the number of net scan lines used to display the
cursor if the beginning scan line is greater than the ending scan line the cursor will
disappear. The following tries to accomplish just that

void main ()
{
char st[80];
union REGS regs;
regs.h.ah = 0x01;
regs.h.ch = 0x01;
regs.h.cl = 0x00;
int86(0x10, &regs, &regs); //corrected
gets(st);
}

The program is quite self explanatory as it puts the starting scan line to be 1 and the
ending scan line to be 0. Henceforth when the service execute the cursor will disappear.

Use of ISRs for C Library functions

There are various library function that a programmer would typically use in a program to
perform input output operations. These library functions perform trivial 1/O operations
like character input (putch () ) and character output (getch (), getc () etc). All
these function call various ISRs to perform this 1/0. In BIOS and DOS documentation
number of services can be found that lie in correspondence with some C library function
in terms of its functionality.

Writing S/W ISRs

Lets now see how can a programmer write an ISR routine and what needs to be done in
order make the service work properly. To exhibit this we will make use of an interrupt
which is not used by DOS or BIOS so that our experiment does not put any interference
to the normal functions of DOS and BIOS. One such interrupt is interrupt # 65H. The
vector of int 65H is typically filled with zeros another indication that it is not being used.

Getting interrupt vector

As we have discussed earlier IVT is a table containing 4 byte entries each of which is a
far address of an interrupt service routine. All the vectors are arranged serially such that
the interrupt number can be used as an index into the IVT.

Getting interrupt vector refers to the operation which used to reading the far address
stored within the vector. The vector is double word, the lower word of it being the offset
address and the higher word being the segment address. Moreover the address read from a
vector can be used as a function pointer. The C library function used to do the exactly
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sameis getvect (int#) which requires the interrupt number a parameter and returns
the value of its vector.

Fig 1 (Vector being read from IVT )
INT # Offset
Offset

Segment

Segment

far

Intproc

Function pointers

Another thing required to be understood are the function pointers. C language is a very
flexible language just like there are pointers for integers, characters and other data types
there are pointers for functions as well as illustrated by the following example

void myfunc ()

{
}

void (*funcptr) ()

funcptr = myfunc;
(*funcptr) ( );
myfunc () ;

There are three fragments of code in this example. The first fragment shows the
declaration of a function myfunc ()

The second fragment show declaration of a pointer to function named funcptr which is
a pointer to a function that returns void.

In the third fragment funcptr is assigned the address of myfunc as the name of the
function can be used as its address just like in the cases of arrays in C. Then the function
pointed by funcptr by the statement (*funcptr) () ; is called and then the original
myfunc () is called. The user will observe in both the cases same function myproc ()
will be invoked.
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Interrupt pointers and functions

Interrupt functions are special function that as compared to simple functions for reasons
discussed earlier. It can be declared using the keyword interrupt asshown in the
following examples.

void interrupt newint ( )

{

}

Similarly a pointer to such interrupt type function can also be declared as following
void interrupt (*intptr) ( );

where intptr is the interrupt pointer and it can be assigned an address using the
getvect () function

intptr = getvect (0x08);

Now interrupt number 8 can be invoked using the interrupt vector as following
(*intptr) ( );

Setting Interrupt Vector

Setting interrupt vector is just the reverse process of getting interrupt vector. To set the
interrupt vector means is to change the double word sized interrupt vector within the IVT.

This task can be accomplished using the function setvect (int #, newint) which
requires the number of interrupt whose vector is to be changed and the new value of the

vector.
INT # Offset ]
Offset L
Segment |7
Segment | | far
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In the following example a certain interrupt type function has been declared. The address
of this function can be placed on to the vector of any interrupt using setvect ()
function as following. The following code places the address of newint function at the
vector of int 8

void interrupt newint ( )

{
}
setvect (0x08, newint);

C program making use of Int 65H

Here is a listing of a program that makes use of int 65H to exhibit how software interrupts
needs to be programmed.

void interrupt (*oldint65) ( );

char st[80] = {“Hello World$”};

void interrupt newint65 (void);

void main ()

{
0ldint65 = getvect (0x65) ;
setvect (0x65, newint65);
geninterrupt (0x65);
geninterrupt (0x65);
geninterrupt (0x65);
setvect (0x65, o0ldint65);

void interrupt newint65( )

AH = 0x09;

_DX=(unsigned int) st;

Eeninterrupt (0x21) ;
}
The above listing saves the address of original int 65H in the pointer o1dint65. It then
places the address of its own function newint 65 at the vector of interrupt number 65H.
From this point onwards whenever int 65H is invokes the function newint 65 will be
invoked. Int 65 is invoked thrice which will force the newint65 function to be invoked
thrice accordingly. After this the original value of the vector stored in oldint65 is restored.
The newint65 function only displays the string st. As the interrupt 65 is invoked
thrice this string will be printed thrice.

The Keep function

One deficiency in the above listing is that it is not good enough for other application i.e.
after the termination of this program the newint 65 function is de-allocated from the
memory and the interrupt vector needs to be restored otherwise it will act as a dangling
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pointer (pointing to a place where there is garbage or where there is no meaningful
function). To make the effect of this program permanent the newint65 function need to
be memory resident. This can be achieved by the function keep() which is quite similar
to exit() function. The exit() function returns the execution to the parent shell
program and de-allocates the memory allocated to the program whereas the keep()
function also returns the execution to the parent program but the memory allocated to the
process may still remain allocated.

keep (return code, no. of paras);

the keep() function requires the return code which is usually zero for normal termination
and the number of paragraphs required to be allocated. Each paragraph is 16 bytes in size.

TSR Programs
Following is a listing of a TSR (Terminate and Stay Resident) program which programs

the interrupt number 65H but in this case the new interrupt 65H function remains in
memory even after the termination of the program and hence the vector of int 65h does
not become a dangling pointer.

#include<BIOS.H>
#include<DOS.H>

char st[80] ={"Hello World$"};
void interrupt (*oldint65) ( );
void interrupt newint65( );
void main ()
{
0ldint65 = getvect (0x65) ;
setvect (0x65, newint65);
keep (0, 1000);
}
void interrupt newint65( )

{
AH = 0x09;

_DX=(unsigned int)st;
geninterrupt (0x21);

The main () function gets and sets the vector of int 65H such that the address of
newint65 is placed at its vector. In this case the program is made memory resident
using the keep function and 1000 paragraphs of memory is reserved for the program (the
amount of paragraphs is just a calculated guess work based upon the size of application).
Now if any application as in the following case invokes int 65H the string st which is also
now memory resident will be displayed.
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#include<BIOS.H>
#include<DOS.H>

void main ()

{
geninterrupt (0x65);
geninterrupt (0x65);

This program invokes the interrupt 65H twice which has been made resident.
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Another Example:

#include<BIOS.H>
#include<DOS.H>
char st[80] ={"Hello WorldS$"};
char stl1[80] ={"Hello Students!$"};
void interrupt (*oldint65) ( );
void interrupt newinté65( );
void main ()
{
0ldint65 = getvect (0x65) ;
setvect (0x65, newint6b);
keep (0, 1000);

void interrupt newint65( )

if (( AH ) == 0) //corrected
{
_AH = 0x09;
DX = (unsigned int) st;

Eeninterrupt (0x21);

else
{
if (( AH ) == 1) //corrected
{
_AH = 0x09;
DX = (unsigned int) stl;

Eeninterrupt (0x21);

}

Various interrupts provide a number of services. The service number is usually placed in
the AH register before invoking the interrupt. The ISR should in turn check the value in
AH register and then perform the function accordingly. The above example exemplifies
just that. In this example int 65 is assigned two services 0 and 1. Service O prints the
string st and service 1 prints the string st 1. These services can be invoked in the
following manner.

#include<BIOS.H>
#include<DOS.H>
void main ()

{
AH = 1;

geninterrupt (0x65);
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_AH = 0;
geninterrupt (0x65);
}

Interrupt stealing or interrupt hooks

Previously we have discussed how a new interrupt can be written and implemented.
Interrupt stealing is a technique by which already implemented services can be altered by
the programmer.

This technique makes use of the fact that the vector is stored in the IVT and it can be read
and written. The interrupt which is to be hooked its (original routine ) vector is first read
from the IVT and then stored in a interrupt pointer type variable, after this the vector is
changed to point to one of the interrupt function (new routine) within the program. If the
interrupt is invoked now it will force the new routine to be executed provided that its
memory resident. Now two things can be done, the original routine might be performing
an important task so it also needs to invoked, it can either be invoked in the start of the
new routine or at the end of the new routine using its pointer as shown in the following
execution charts below

Fig 1 (Normal Execution of an ISR)
Execution Interrupted

ISR Perform 1/0

Normal Execution of Interrupt

Fig 2 (The original ISR being called at he end of new routine)
New Routine

Original Routine

Interrupt Interception
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Fig 3 (The original ISR invoked at the start of new ISR)

Original Routine

New Routine

Other form of Interrupt Interception

Care must be taken while invoking the original interrupt. Generally in case hardware
interrupts are intercepted invoking the original interrupt at the start of new routine might
cause some problems whereas in case of software interrupts the original interrupt can be
invoked anywhere.

Sample Program for interrupt Interception

void interrupt newint();
void interrupt (*old) ();
void main ()

{

old=getvect (0x08) ;
setvect (0x08, newint) ;
keep (0,1000) ;

}

void interrupt newint ()

{

(*old) ()
}

The above program gets the address stored at the vector of interrupt 8 and stores it in the
pointer oldint. The address of the interrupt function newint is then placed at the vector of
int 8 and the program is made memory resident. From this point onwards whenever
interrupt 8 occurs the interrupt function newint is invoked. This function after performing
its operation calls the original interrupt 8 whose address has been stored in oldint pointer.

Timer Interrupt
In the coming few examples we will intercept interrupt 8. This is the timer interrupt. The

timer interrupt has following properties.
» Its an Hardware Interrupts
» Itis Invoked by Means of Hardware
» It approximately occurs 18.2 times every second by means of hardware.
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BIOS Data Area

BIOS contains trivial 1/0 routines which have been programmed into a ROM type device
and is interfaced with the processor as a part of main memory. However the BIOS
routines would require a few variables, these variables are stored in the BIOS data arera at
the location 0040:0000H in the main memory.

One such byte stored in the BIOS data area is the keyboard status byte at the location
40:17H. This contains the status of various keys like alt, shift, caps lock etc. This byte can
be described by the diagram below

Fig 4 (Keyboard status byte)
40:17H |7 |6 |5 |4 |3 |2 |1 |O

Insert key RIG;,[ Shift key
Caps Lock Key Left Shift Key
Num Lock key < —p Ctrl Key
Scroll lock key < »  AltKey

Keyboard Status Word

Another Example

#include <dos.h>

void interrupt (*old) ();
void interrupt new() ;
char far *scr=(char far* ) 0x00400017;
void main ()

{

old=getvect (0x08) ;
setvect (0x08, new) ;

keep (0,1000) ;

}

void interrupt new () {
*scr=64;

(*old) ();

}

This fairly simple example intercepts the timer interrupt such that whenever the timer
interrupt occurs the function new() is invoked. Remember this is .C program and not a
.CPP program. Save the code file with .C extension after writing this code. On occurrence
of interrupt 8 the function new sets the caps lock bit in key board status by placing 64 at
this position through its far pointer. So even if the user turns of the caps lock on the next
occurrence of int 8 (almost immediately) the caps lock will be turned on again (turing on
the caps lock on like this will not effect its LED in the keyboard only letters will be typed
in caps).
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Memory Mapped 1/0 and Isolated I/O

A device may be interfaced with the processor to perform memory mapped or isolated
1/0. Main memory and I/O ports both are physically a kind of memory device. In case of
Isolated I/O, 1/0 ports are used to hold data temporary while sending/receiving the data
to/from the 1/O device. If the similar function is performed using a dedicated part of main
memory then the I/O operation is memory mapped.

Fig 5 (Isolated 1/0)

Isolated 1/O

M 1/0

ouT

Fig 6 (Memory mapped 1/0O)

Memory Mapped 1/0

MOV

K—\
Mo~  le—> 0

N

MOV

Memory Mapped 1/0 on Monitor

One of the devices in standard PCs that perform memory mapped 1/O is the display
device (Monitor). The output on the monitor is controller by a controller called video
controller within the PC. One of the reason for adopting memory mapped 1/O for the
monitor is that a large amount of data is needed to be conveyed to the video controller in
order to describe the text or that graphics that is to be displayed. Such large amount of
data being output through isolated 1/0 does not form into a feasible idea as the number of
port in PCs is limited to 65536.

The memory area starting from the address b800:0000H. Two bytes (a word) are reserved
for a single character to be displayed in this area. The low byte contains the ASCII code
of the character to be displayed and the high byte contains the attribute of the character to
be displayed. The address b800:0000h corresponds to the character displayed at the top
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left corner of the screen, the next word b800:0002 corresponds to the next character on
the same row of the text screen and so on as described in the diagram below.

Fig 7 (Memory mapped I/O on monitor)

Memory Mapped 1/O ON Monitor

B80O0O:0002
B80OO:0003

B80OO:0000 /

B80OO0:0001
—r

Low Byte = ASCII CODE
High Byte =Attribute Byte

The attribute byte (higher byte) describes the forecolor and the backcolor in which the
character will be displayed. The DOS screen carries black as the backcolor and white as
the fore color by default. The lower 4 bits (lower nibble) represents the forecolor and the

higher 4 bits (higher nibble) represents the back color as described by the diagram below

Fig 8 (Attribute Byte)

Memory Mapped 1/0O ON Monitor

fore color
Blink ’-XXXXXXXX
Back Color Bold Color

Low Byte = Ascii Code 000 Black

High Byte = Attribute Byte 100 Red
010 Green

001 Blue
111 White

To understand all describe above lets take a look at this example.

unsigned int far *scr=0xb8000000;

void main ()

{

(*scr)=0x0756;

(* (scr+1))=0x7055;
}
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This example will generate the output EU

The far pointer scr is assigned the value 0xb800H in the high word which is the segment
address and value 0x0000H in the low word which is the offset address. The word at this
address is loaded with the value 0x0756H and the next word is loaded by the value
0x7055H, 0x07 is the attribute byte meaning black back color and white fore color and
the byte 0x70h means white back color and black fore color. ).0x56 and 0x55 are the
ASCII value of “V” and “U” respectively.
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This same task can be performed by the following program as well. In this case the video
text memory is accessed byte by byte.

unsigned char far *scr=(unsigned char far*)0xb8000000;
void main ()

{

*scr=0x56;

* (scr+1)=0x07;

* (scr+2)=0x55;

* (scr+3)=0x70;

}

The next example fills whole of the screen with spaces. This will clear the contents of the
screen.

unsigned char far *scr=(unsigned char far*)0xb8000000;
//corrected
void main ()
{
int i1; //instruction added
for (i1i=0;1i<2000;i++) //corrected
{
*scr=0x20; //corrected
* (scr+1)=0x07; //corrected
scr=scrt+2;
}
}
Usually the in text mode there are 80 columns and 25 rows making a total of 2000
characters that can be shown simultaneously on the screen. This program runs a loop
2000 times placing 0x20 ASCII code of space character in whole of the text memory in
this text mode. Also the attribute is set to white forecolor and black backcolor.

Another Example
In the following example memory mapped I/O is used in combination with interrupt
interception to perform an interesting task.

#include <dos.h>
void interrupt (*old) ();
void interrupt newfunc();
char far *scr=(char far* ) 0xb8000000;
void main ()
{
old=getvect (0x08) ;
setvect (0x08, newfunc) ;
keep (0,1000) ;
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void interrupt newfunc ()

{
*scr=0x41; //corrected
* (scr+1)=0x07; //corrected
(*old) ()

}

In the above example the timer interrupt is intercepted such that whenever the timer
interrupt is invoked (by means of hardware) the memory resident newfunc() is invoked.
This function simply displays the ASCII character 0x41 or ‘A’ in the top left corner of the
text screen.

Here is another example.
#include <stdio.h>
void interrupt (*old) ();
void interrupt newfunc () ;
char far *scr=(char far* ) 0xb8000000;
int 3;
void main( )
{
old=getvect (0x08) ;
setvect (0x08,newfunc); //corrected
keep (0,1000); //corrected

}

void interrupt newfunc ( )
{

for ( 3j=0;3<4000;j+=2){ //corrected

if (*(scr+j)=="1"){
* (scr+3)="9"; }

}
(*old) ()
}

This program scans through all the bytes of text display memory when int 8 occurs. It
once resident will replace all the ‘1’ on the screen by ‘9’. If even somehow a ‘1’ is
displayed on the screen it will be converted to ‘9’ on occurrence of interrupt 8 which
occurs 18.2 times every second.

The keyboard Interrupt

Keyboard is a hardware device and it makes use of interrupt number 9 for its input
operations. Whenever a key is pressed interrupt # 9 occurs. The operating system
processes this interrupt in order to process the key pressed. This interrupt usually reads
the scan code from the keyboard port and converts it into the appropriate ASCII code and
places the ASCII code in the keyboard buffer in BIOS data area as described | nthe
diagram below
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Keyboard Any Process

Controller
INT9

] Interrupt
60H Reads Scan
INT Code converts to
ASCII & place it
in Keyboard
Buffer & returns
Kbd

Lets now experiment on the keyboard interrupt to understand its behavior
Example

#include <dos.h>
void interrupt (*old) ( )
void interrupt newfunc( );

void main( ) Download More Highlighted Handouts From
{

old = getvect (0x009); VUARNnswer.com
setvect (0x09, newfunc) ;
keep (0,1000) ;

}

void interrupt newfunc ( )

{

(*old) ( )7
(*old) ( )7
(*old) ( )7

}

This program simply intercepts the keyboard interrupt and places the address of newint
in the IVT. The newint simply invokes the original interrupt 9 thrice. Therefore the

same character input will be placed in the keyboard buffer thrice i.e three characters will

be received for each character input.

Example

#include <dos.h>

void interrupt (*old) ( )

void interrupt newfunc( );

char far *scr = (char far* ) 0x00400017;
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void main( )

old = getvect (0x09);
setvect (0x09, newfunc) ;
keep (0,1000) ;

void interrupt newfunc ( )
{

*scr = 64;

(*old) ()7

}

The above program is quite familiar it will just set the caps lock status whenever a key is
pressed. In this case the keyboard interrupt is intercepted.

Example

void interrupt (*old) ( );
void interrupt newfunc( );
char far *scr = (char far* ) 0xB8000000;
int 3;
void main( )
{
old = getvect (0x09);
setvect (0x09, newfunc) ;
keep (0,1000) ;

void interrupt newfunc ( )

{ for( j = 0;3 < 4000; j += 2)
{
if (*(scr +j) == ‘1")
*(scr + 3) = ‘9';

}
(*old) ( ); }

This too is a familiar example. Whenever a key is pressed from the keyboard the newfunc
functions runs through whole of the test display memory and replaces the ASCII ‘1’
displayed by ASCII ‘9°.

© Copyright Virtual University of Pakistan 36



05 - TSR programs and Interrupts (Keyboard interrupt)

Timer & Keyboard Interrupt Program

#include <dos.h>

void interrupt (*oldTimer) ( );
void interrupt (*oldKey) ( );
void interrupt newTimer ( );
void interrupt newKey ( );

char far *scr = (char far* ) 0xB800000O;

int i, t = 0, m = 0;

char charscr [4000];

void main( )

{
0ldTimer = getvect(8);
oldKey = getvect (9);
setvect (8,newTimer);
setvect (9,newKey);

getch();
getch();
getch();
getch();

}

void interrupt newTimer ( )

{
t++;
if ((t >= 182) && (m ==
{

//corrected
//corrected

for (1 =0; i < 4000; 1i ++)
charscr [i] = *(scr + 1i);
for (1 =0; 1 <=4000; 1 +=2)

(*oldTimer) ( );
}
void interrupt newKey ( )
{
int w;
if (m == 1)
{
for (w =0; w < 4000; w ++)
*(scr + w) = charscr
m = 0;

(*oldKey) ( );

[wl;

This program works like a screen saver. The newTimer function increments t whenever

it is invoked so the value of t reaches 182 after ten second. At this moment the function
saves the value in display text memory in a character array and fills the screen with
spaces and sets a flag m. The newKey function is invoked when a key press occurs.

© Copyright Virtual University of Pakistan

37



05 - TSR programs and Interrupts (Keyboard interrupt)

The flag is checked if the it’s set then the screen is restored from the values saved in that
character array.

Reentrant Procedures & Interrupt

If on return of a function the values within the registers are unchanged as compared to
the values which were stored in registers on entry into the procedures then the procedure
is called reentrant procedure. Usually interrupt procedures are reentrant procedures
especially those interrupt procedure compiled using C language compiler are reentrant.
This can be understood by the following example

AX =1234H

Procl () AX =FF55H

AX =7

In the above example the function Procl() is invoked. On invocation the register AX
contained the value 1234H, the code within the function Proc1() changes the value in AX
to FF55H. On return AX will contain the value 1234H if the function have been
implemented as a reentrant procedure i.e a reentrant procedure would restore the values in
registers their previous value (saved in the stacked) before returning.

C language reentrant procedures save the registers in stack following the order AX, BX,
CX, DX, ES, DS, Sl, DI, BP on invocation and restores in reverse order before return.

This fact about reentrant procedures can be analysed through following example.

#include <stdio.h>
void interrupt *old();
void interrupt newint ()
void main ()

{

int a;

old = getvect (0x65);
setvect (0x65,newint) ;
_AX=0xf00f;
geninterrupt (0x65) ;

a = AX

printf (“$x”,a);

}
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void interrupt newint ()
{

_AX=0x1234;

}

Firstly its important to compile this above and all the rest of the examples as .C files
and not as .CPP file. It these codes are compiled using .CPP extension then there is no
surety that this program could be compiled.

Again int 65H is used for this experiment. The int 65H vector is made to point at the
function newint(). Before calling the interrupt 65H value OXFOOF is placed in the AX
register. After invocation of int 65H the value of AX register is changed to 0x1234. But
after return if the value of AX is checked it will not be 0x1234 rather it will be OXFOOF
indicating that the values in registers are saved on invocation and restore before return
and also that the interrupt type procedures are reentrant.
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06 - TSR programs and Interrupts (Disk interrupt,
Keyboard hook)

The typical sequence in which registers will be pushed and poped into the stack on
invocation and on return can be best described by the following diagrams

Push
AX,BX,CX,DX,ES,DS,SI,DI,BP

ﬁv
Push flags, CS, IP
POP
v BP,DI,SI,DS,ES,DX,CX,BX,AX

Pop IP,CS,flags

Push AX, Push BX,
Push CX, Push DX,
Push ES, Push DS,
Push SlI, Push DI, Push BP

- Pop BP, Pop DI,
Pop SI , Pop DS,
Pop ES, Pop DX,

Pop CX, Pop BX, Pop AX,
IRET

The registers Flags, CS and IP are pushed on execution of INT instruction and executions
branches to the interrupt procedure. The interrupt procedure pushes register AX, BX, CX,
DX, ES, DS, SI, DI, BP in this order. The interrupt procedure then executes, before
returning it pops all the registers in the reverse order as BP, DI, Sl, DS, ES, DX, CX, BX
and AX. IP, CS and flags are poped on execution of the IRET instruction.

Next diagram shows the status of the stack after invocation of the interrupt procedure.
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v

BP
DI
Sl
DS
ES
DX
CX
BX
AX

IP
CS
Flags

v

The arguments in simple procedure or functions are saved in the stack for the scope of the
function/procedure. When an argument is accessed in fact stack memory is accessed.
Now we will take a look how stack memory can be accessed for instance in case of
interrupt procedures to modify the value of register in stack.

Accessing Stack Example

void interrupt newint ( unsigned int BP,unsigned int DI,
unsigned int SI,unsigned int DS, unsigned int
ES,unsigned int DX, unsigned int CX,unsigned
int BX, unsigned int AX,unsigned int IP,
unsigned int CS,unsigned int flags)
//corrected

{

unsigned int a = AX;

unsigned int b = BX;

unsigned int d = ES;
}

Although interrupt do not take parameters through stack but an interrupt procedure can
still have parameters. This parameter list can be used to access the stack. The leftmost
parameter accesses the item on top of the stack and the rest of the parameters accesses
deeper into the stack according to its order toward left. In the above example value of AX

in stack is moved in a, the value of BX is moved into b and the value of ES is moved into
d.
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Example:

void interrupt newint ( unsigned int
BP,unsigned int DI, unsigned int SI,unsigned
int DS, unsigned int ES,unsigned int DX,
unsigned int CX,unsigned int BX, unsigned int
AX,unsigned int IP, unsigned int CS,unsigned
int flags) //corrected
{
AX = 0xFOOF;

}

void main ( )

{

setvect (0x65, newint) ;

_AX = 0x1234;

geninterrupt (0x65);

a = _AX;

printf (“%x”, a);

}

In this example the value on invocation in AX is 0x1234, the interrupt procedure does not
change the current value of the register through pseudo variables rather it changes the
corresponding of AX in stack which will be restored in AX before return.

Disk Interrupt
The following example makes use of disk interrupt 13H and its service 3H. The details of

this service are as under.

On Entry

AH = Service # = 03

AL = No of Blocks to write

BX = Offset Address of Data

CH =Track # , CL = Sector #

DH = Head #

DL = Drive #(Starts from 0x80 for fixed disk & 0 for removable disks)
ES = Segment Address of data buffer.
On Exit

AH = return Code

Carry flag = 0 ( No Error AH = 0)
Carry flag = 1 ( Error AH = Error Code)

Boot block is a special block on disk which contains information about the operating
system to be loaded. If the data on boot block is somehow destroyed the disk would be
rendered inaccessible. The address of partition block on hard disk is head # =1, track# =0
and sector # = 1. Now let’s write an application that will protect the boot block to be
written by any other application.
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#pragma inline
#include <dos.h>
#include <bios.h>
void interrupt (*oldtsr) ( );
void interrupt newtsr (unsigned int BP, .., flags);
//must provide all the arguments
void main ( )
{
oldtsr = getvect (0x13);
setvect (0x13, newtsr); //corrected
keep (0, 1000);
}
void interrupt newtsr (unsigned int BP, unsigned int DI,
unsigned int SI, unsigned int DS, unsigned int ES, unsigned
int DX, unsigned int CX, unsigned int BX, unsigned int AX,
unsigned int IP, unsigned int CS,
unsigned int flags) //corrected

{

if ( _AH == 0x03)
if(( DH == 1 && CH == 0 && CL == 1)&& DL >= 0x80)
{

asm clc;

asm pushf;
asm pop flags;
return;

}

_ ES = ES; DX = DX;
_CX = CX; _BX = BX;
_AX = AX;
*oldtsr;
asm pushf;

asm pop flags;

AX = AX; BX = BX;
CX = CX; DX = DX;
ES = ES;

}

The above program intercepts interrupt 13H. The new interrupt procedure first check AH
for service number and other parameters for the address of boot block. If the boot block is
to be written it simply returns and clears the carry flag before returning to fool the calling
program that the operation was successful. And if the boot block is not to be written then
it places the original parameters back into the registers and calls the original interrupt.
The values returned by the original routine are then restored to the corresponding register
values in the stack so that they maybe updated into the registers on return.
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The keyboard Hook

The service 15H/4FH is called the keyboard hook service. This service does not perform
any useful output, it is there to be intercepted by applications which need to alter the
keyboard layout. It called by interrupt 9H after it has acquired the scan code of input
character from the keyboard port while the scan code is in AL register. When this service
returns interrupt 9H translates the scan code into ASCII code and places it in buffer. This
service normally does nothing and returns as it is but a programmer can intercept it in
order to change the scan code in AL and hence altering the input or keyboard layout.

Move Scan Code

from 60H port to

AL Int 15H
Service 4FH

Convert to ASCII
& place it in keyboard buffer

Key Pressed
———l)p

<

The following application show how this can be done.

#include <dos.h>
#include <bios.h>
#include <stdio.h>
void interrupt (*oldintl5) ( );
void interrupt newintl5 (unsigned int BP, .., flags);
void main ( )
{
0ldintl5 = getvect (0x15);
setvect (0x15, newintlb);
keep (0, 1000);
}
void interrupt newintl5 (unsigned int BP, unsigned int DI,
unsigned int SI, unsigned int DS, unsigned int ES, unsigned
int DX, unsigned int CX, unsigned int BX, unsigned int AX,
unsigned int IP, unsigned int CS,
unsigned int flags)

{

if (*(((char*)&AX) + 1) == 0x4F )
{
if (* ((char*) &AX) == 0x2C)
* (((char*) &AX)) = 0x1E;
else if (* ((char*) &AX) == 0x1E)
* ((char*)&AX) = 0x2C; //corrected
}
else

(*oldintl)b) ()
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The application intercepts interrupt 15H. The newint15 function checks for the service #
4F in the high byte of AX, if this value is 4F the definitely the value in AL with be the
scan code. Here a simple substitution have been performed 0x1E is the scan code of ‘A’
and 0x2C is the scan code of ‘Z’. If the scan code is AL is that of ‘A’ it is substituted with
the scan code of ‘Z’ and vice versa. If some other service of 15H is invoked the original
interrupt function is invoked.

Download More Highlighted Handouts From

VUANswer.com
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07 - Hardware Interrupts

The microprocessor package has many signals for data, control and addresses. Some of
these signals may be input signals and some might be output. Hardware interrupts make
use of two of such input signals namely NMI (Non maskable Interrupt) & INTR(Interrupt
Request).

Reset

Hold
NMI Microprocessor

INTR

NMI is a higher priority signal than INTR, HOLD has even higher priority and RESET
has the highest priority. If any of the NMI or INTR pins are activated the microprocessor
is interrupted on the basis of priority, if no higher priority signals are present. This is how
microprocessor can be interrupted without the use of any software instruction hence the
name hardware interrupts.

Hardware Interrupt and Arbitration

Most of the devices use the INTR line. NMI signal is used by devices which perform
operations of the utmost need like the division by zero interrupt which is generated by
ALU circuitry which performs division. Definitely this operation is not possible and the
circuitry generates an interrupt if it receives a 0 as divisor from the control unit.

INTR is used by other devices like COM ports LPT ports, keyboard, timer etc. Since only
one signal is available for microprocessor interruption, this signal is arbitrated among
various devices. This arbitration can be performed by a special hardware called the
Programmable Interrupt Controller (PIC).

© Copyright Virtual University of Pakistan 46



07 - Hardware Interrupts

Interrupt Controller
A single interrupt controller can arbitrate among 8 different devices.

DO IRQO
PIC
D7
— IRQ7

As it can be seen from the diagram above the PIC device has 8 inputs IRQ0-IRQ7. IRQO
has the highest priority and IRQ7 has the lowest. Each IRQ input is attached to an 1/0
device whenever the device requires an 1/0O operation it sends a signal to the PIC. The
PIC on the basis of its priority and presence of other requests decides which request to
serve. Whenever a request is to be served by PIC it interrupt the processor with the INT
output connected to the INTR input of the processor and send the interrupt # to be
generated the data lines connected to the lower 8 datelines of the data bus to inform the
processor about the interrupt number. In case no higher priority signal is available to the
processor and the processor is successfully interrupted the microprocessor sends back an
INTA (interrupt Acknowledge) signal to inform the PIC that the processor has been
interrupted.

The following diagram also shows the typical connectivity of the IRQ lines with various
devices

Interval Timer

0 IRQ1
KBD Contpller 1
DO
—_2
D7 MICRO
COMz2 3 pIC PROCESSOR
COM1l — |
E INT INTR
5
Other
Controllers —— 6 INTA
Printer Controller | 21R07
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In standard PCs there maybe more than 8 devices so generally two PIC are used for INTR
line arbitration. These 2 PICs are cascaded such that they collectively are able to arbitrate
among 16 devices in all as shown in the following diagram.

MASTER IRQO

o
@)

PIC —i—| IRQ7
casl

INTA =

gl........

DO IRQS8

D7 PIC IRQ15

casl

- cas2
INTA cas3

SLAVE

The PICs are cascaded such that a total of 16 IRQ levels can be provided number IRQO-
IRQ15. The IRQ level 2 is used to cascade both of the PIC devices. The Data lines are
multiplexed such that the interrupt number is issued by the concerned PIC. The IRQ 2
input of the Master PIC is connected to the INT output of the Slave PIC. If the slave PIC
is interrupted by a device its request ins propagated to the master PIC and the master PIC
ultimately interrupts the processor on INTR line according to the priorities.

In a standard PC the PICs are programmed such that the master PIC generated the
interrupt number 8-15 for IRQO —IRQ7 respectively and the slave PIC generates interrupt
number 70-77H for IRQ8-IRQ15

Hardware Interrupts are Non-Preemptive

As described earlier IRQ 0 has the highest priority and IRQ 15 has the lowest priority. If a
number of requests are available instantaneously the request with higher priority will be
sent for service first by the PIC. Now what will happen if a lower priority interrupt is
being service and a higher priority interrupt request occurs, will the lower priority
interrupt be preempted? The answer is that the interrupt being serviced will not be
preempted no matter what. The reason for this non-preemptive can be understood by the
example illustrated as below. Let’s first consider that the hardware interrupts are
preemptive for argument sake. If a character ‘A’ is input a H/W interrupt will occur to
process it, while this interrupt is being processed another character is input say ‘B’ in case
the interrupts have been preemptive the previous instance will be preempted and another
instance for the H/W interrupt call will be generated, and similarly consider another
character is input ‘C” and the same happened for this input as well. In this case the
character first to be fully processed and received will be ‘C’ and then ‘B’ will be
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processed and then ‘A’. So the sequence of input will change to CBA while the correct
sequence would be ABC.

CPRESSED

A PRESSED

B PRESSED

Input received C B A == |_0gically Incorrect

Logically COIel! e A B C

The input will be received in correct sequence only if the H/W interrupts are non-
preemptive as illustrated in the diagram below.

< A PRESSED
< B PRESSED
< C PRESSED
Input received ABC » Logically Correct

Hardware interrupts requires something more to be programmed into them as compared
with software interrupts. The major difference is because of the reason given above that
the H/W interrupts are non-preemptive. To make them non-preemptive the PIC should
know when the previously issued interrupt returns. The PIC cannot issue the next pending
interrupt unless it is notified that the previous interrupt has returned.

Who Notifies EOI (End of interrupt)

The PIC has to be notified about the return of the previous interrupt by the ISR routine.
From programmer point of view this is the major difference between H/W and software
interrupt. A software interrupt will not require any such notification. As the diagram
below illustrates that every interrupt returns with an IRET instruction. This instruction is
executed by the microprocessor and has no linkage with the PIC. So there has to be a
different method to notify the PIC about the End of interrupt.
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Pending Hardware interrupts.

While a hardware interrupt is being processed a number of various other interrupt maybe
pending. For the subtle working of the system it is necessary for the In-service hardware
interrupt to return early and notify the PIC on return. If this operation takes long and the

pending interrupt requests occur repeated there is a chance of loosing data.

Programming the PIC
To understand how the PIC is notified about the end of interrupt lets take a look into the
internal registers of PIC and their significance. A PIC has a number of initialization
control words (ICW) and operation control words (OCW), following is characteristic of
ICW and OCWs
» ICW programmed at time of boot up
» ICW are used to program the operation mode like cascade mode or not also it is
used to program the function of PIC i.e if it is to invoke interrupts 08~ OFH or
70-77H on IRQ request.
+ OCW are used at run-time.
* OCW is used signal PIC EOI
* OCW are also used to read/write the value of ISR(In-service register),
IMR((interrupt mask register), IRR(interrupt request register).

To understand the ISR, IMR and IRR lets take a look at the following diagram illustrating
an example.

/ 6 5 4 3 2 1 )

ISR O |0 |0 (1 |0 |0 |0 |O
/6 5 4 3 2 10
IMR [0 |0 |0 |0 [0 [0 |1 |O
/6 5 4 3 2 10
rRR |1 (1 |0 |0 |0 |1 |0 |1

The values shown in the various registers illustrate that the currently in-service interrupt
is that generated through IRQ4 of the PIC (int OCH in case of mater PIC), also the
interrupt through IRQ1 has been masked (int 9h (keyboard interrupt) in case of master
PIC) which means that even though a request for this interrupt is received by the PIC but
this request is ignored by the PIC until this bit is cleared. And the requests through IRQ7,
IRQ6, IRQ2 and IRQO are pending and waiting for the previously issued interrupt to
return.

Port Addresses
Few of the operation control words can be altered after boot time. The addresses for these
OCW are listed as below

» Master PIC has two ports
20H=0CW for EOI
21H=0CW for IMR
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» Slave PIC has two ports as well
AOH=0CW for EOI code
A1H=0CW for IMR

Let’s now discuss an example that accesses these ports to control the PIC

#include <stdio.h>
#include <bios.h>
void main ()

{

outport (0x21,0x02) ;
}

This example simply accesses the bit # 1 of IMR in the master PIC. It sets the bit #1 in
IMR which masks the keyboard interrupt. As a result no input could be received from the
keyboard after running this program.

Let’s now look at another example

#include <dos.h>

#include <stdio.h>
#include <bios.h>

void interrupt (*oldints) () ;
void interrupt newint8 () ;
int t=0; //corrected

void main ()

{

oldints=getvect (0x08) ;

setvect (0x08, newint8) ;
keep (0,1000) ;
}
void interrupt newint8 ()
{
t++:
if (t==182)
{
outport (0x21,2);
}
else{
if (t==364)
{
outport (0x21,0);
t=0;
}
}
(*oldints) () ;
}
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The example above is also an interesting example. This program intercepts the timer
interrupt. The timer interrupt makes use of a variable to keep track of how much time has
passed; t is incremented each time int 8 occurs. It the reaches the 182 after 10 second, at
this point the keyboard interrupt is masked and remains masked for subsequent 10 second
at which point the value of t will be 364, also t is cleared to O for another such round.

#include <dos.h>

void interrupt (*old) ()

void interrupt newint9 () ;

char far *scr=(char far *) 0x00400017;

void main ()
{
old=getvect (0x09) ;
setvect (0x09, newint9) ;
keep (0,1000) ;
}
void interrupt newint9 ()
{
if (inportb (0x60)==83
§& (((*scr)&l2)==12)) //corrected
{
outportb (0X20,0x20) ;
return;
}

(*old) ()
}

The above program disables the CTRL+ALT+DEL combination in the DOS environment
(if windows OS is also running this combination will not be disabled for its environment).
The keyboard interrupt has been intercepted, whenever the keyboard interrupt occurs the
newint9 function receives the scan key code from the keyboard port 0x60, 83 is the scan
key code of DEL key. Also the program checks if the ALT and CTRL button has been
pressed as well from the status of the 40:17H keyboard status byte. If it confirms that the
combination pressed is CTRL+ALT+DEL then it does not invoke the real int 9 ( *oldint()
which will make the computer reboot in DOS environment had the computer been booted
through DOS) and simply returns. But notice that before returning it notifies the PIC that
the interrupt has ended. The EOI code sent to the OCW at the address 0x20 is also 0x20.
This is being done because int 9 is a hardware interrupt, had this been a software interrupt
this would have not been required.
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#include <dos.h>
void interrupt (*old) ()
void interrupt newint9 () ;

void main ()

{

old=getvect (0x09) ;
setvect (0x09, newint9) ;
keep (0,1000) ;

}

void interrupt newint9 ()

{

if (inportb(0x60)==0x1F) //corrected

{

outportb (0X20,0x20) ;
return;

}
(*old) ()

}

The above C language program suppresses the ‘s’ input from the keyboard. The keyboard
interrupt has been intercepted. When a key is pressed newint9 is invoked. This service
checks the value through the import statement of the keyboard port numbered 0x60. If he
scan code ( and not the ASCII code) is 0x1F then it indicates that the ‘s’ key was pressed.
This program in this case simply returns the newint9 hence suppressing this input by not
calling the real int 9. Before return it also notifies the PIC about the end of interrupt.
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The keyboard buffer

Keyboard Buffer

» Keyboard Bufferis located in BIOS Data Area.

+ Starts at 40: IEH

» Ends at 40 : 3DH

» Has 32 byes of memory 2 bytes for each
character.

» Head pointer is located at address 40 : 1A to
40:1BH

* Tail pointer located at address 40 : IC to 40:IDH

The keyboard buffer is a memory area reserved in the BIOS data area. This area stores the
ASCII or special key codes pressed from the keyboard. It works as a circular buffer and
two bytes are reserved for each character, moreover 2 bytes are used to store a single
character. The first character stores the ASCII code and the second byte stores 0 in case
an ASCII key is pressed. In case a extended key like F1- F12 or arrow key is pressed the
first byte stores a 0 indicating a extended key and the second byte stores its extended key

code.
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Circular buffer

40:1AH

40:1CH

Head Tail
> . 40:1EH

<«—— 40:3DH

The circular keyboard buffer starts at the address 40:1EH and contains 32 bytes. The
address 40:1AH stores the head of this circular buffer while the address 40:1CH stores the
tail of this buffer. If the buffer is empty the head and tail points at the same location as

shown in the diagram above.

Tail
— OxXLE
o
‘B’ 0x20
0 0x21
0 0x22
83 0x23

= Head = 0x24

The above slide shows how characters are stored in the buffer. If ‘A; is to be stored then

the first byte in the buffer will store its ASCII code and the second will store 0, and if
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extended key like DEL is to be stored the first byte will store 0 and the second byte will
store its scan code i.e. 83. The diagram also shows that head points to the next byte where
the next input character can be stored. Also notice that head contain the offset from the
address 40:00H and not from address 40:1EH. i.e. it contain 0x24 which is the address of
the next byte to be stored relative to the start of BIOS data area and not the keyboard
buffer.

Position of tail

_ OxIE
Tail=0x20
’ EB!
0
0
83 Head =24
| —

As discussed earlier the keyboard buffer is a circular buffer therefore the tail need to be
placed appropriately. In the given example the input ‘A’ stored in the buffer is consumed.
On consumption of this character the tail index is updated so that it points to the next
character in the buffer. In brief the tail would point to the next byte to be consumed in the

buffer while head points to the place where next character can be stored.
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Example

» So KBD buffer acts as a circular buffer.

* The tail value should be examined to get
to the start of the buffer.

#include <dos.h>

void interrupt (*old)();

void interrupt new1()!

unsigned char far *scr = (unsigned char far
*) 0x0040001C

void main()

{

old=getvect(0x09);

setvect(0x09,new1);

keep(0,100);

}
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void interrupt newl ()
{
if(inportb(0x60)==83)
{
*((unsigned char far*)0x00400000+*scr)=25;
if((*scr)==60)
*scr=30;
else
*scr+=2;
outportb(0x20,0x20);
return;

1

The program listed in the slides above intercepts interrupt 9. Whenever the interrupt 9
occurs it reads the keyboard port 0x60. If the port contains 83 then it means DEL was
pressed, if so it places the code 25 in the buffer and then updates the head in circular
manner. The code 25 placed instead of 83 represents the combinations CTRL+Y. The
program when resident will cause the program to receive CTRL+Y combination
whenever DEL is pressed by the user. i.e in Borland C environment CTRL+Y
combination is used to delete a line, if this program is resident then in Borland C
environment a line will be deleted whenever DEL is pressed by the user. But the thing
worth noticing is that the interrupt function returns and does not call the real interrupt 9
after placing 25 in the buffer, rather it returns directly. But before returning as it has
intercepted a hardware interrupt it needs to notify the PIC, this is done by
outport(0x20,0x20); statement. 0x20 is the address of the OCW that receives the EOI

code which incidentally is also 0x20.
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EOI Code for Slave IRQ

For Master

outportb(0x20,0x20);
For Slave

outportb(0x20,0x20);
outportb(0xA0,0x20);

As discussed earlier the slave PIC is cascaded with the master PIC. If the hardware
interrupt to be processed is issued by the master PIC then the ISR needs to send the EOI
code to the master PIC but if the interrupt request is issued by the slave PIC then the ISR
needs to inform both master and slave PICs as both of them are cascaded as shown in the

slide.
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Reading OCW

The same port i.e 0x20 is used to access the OCWs. 00 is placed in bits number 4 and 3 to

OCW2& OCW3

\ 00 IFEOI is to be sent

001 FOR Non Specific EOI

01 If other Registers are to be accessed

indicate an EOI is being received and 01 is placed to indicate that a internal register is to

be accessed.

The value in bits number 1 and 0 indicate which Register is to accessed. 10 is for IRR and

11 is for ISR.

L [ [ | [ Jo [ |

O1 Toread IRR or ISR l 1

10 =IRR
11= In-Service Register
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Accessing the ISR and IRR.

0o | lo |o 1 | o
No EOI relevant Donlt Care

Other Register to be Accessed

A value is placed in the port 0x20 as shown in the above slide to indicate that a register is

to be accessed.

IRR Accessed

01 PIC Notified about reading operation

Then again a value in that same port is placed to indicate which register is to be accessed,

as in the above slide IRR is to be accessed.
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ISR Accessed

01 PIC Notified about reading operation

And in this slide a value is formed which can be programmed in the port 0x20 to access
the ISR.

A sample program

#include <stdio.h>

#include <dos.h>

#include <bios.h>

void main (void)

{ char a;
outport(0x20,8);
outport(0x20,0x0A);
a=inport(0x20);
printf (“value of IRR is %X; ,a);
outport(0x20,0x08);
outport(0x20,0x0B);
a=inport(0x20);
printf (“value of ISR is %X”; ,a);

The above program makes use of the technique described to access the ISR and IRR.
Firstly 0x08 is placed to specify that a register is to be accessed then Ox0A is placed to
indicate that IRR is to accessed. Now this port 0x20 can be read which will contain the

value in IRR. Similarly it is done again by placing the 0x0B in port 0x20 to access the
ISR.
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More about TSR Programs

* A TSR need to be loaded once in memory

* Multiple loading will leave redundant
copies in memory

* So we need to have some check which
will load the program only once

One of the solution to the problem can be
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Using a Global Variable as a
flag

as shown in the slide below

int flag;

flag =1,
keep(0,1000);

if (flag==1)

Make TSR
else

exit Program

This will not work as this global variable is only global for this instance of the program.

Other instances in memory will have their own memory space. So the
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Answers is to use a memory area as
flag that is global to all programs.
ie. VT

int 65H is empty, we can use
its vector as a flag.
Address of vector

seg=0

offset = 65H *4

Example:

#include<stdio.h>
#include<BIOS.H>
#include<DOS.H>

unsigned int far * int65vec =

(unsigned far *)
MK_FP(0,0x65*4)

void interrupt (*oldint) ();

void interrupt newfunc ();

void main()

{

if((*int65vec) = 0xFOOF)
/lcorrected

{

oldint =getvect (0x08):;

setvect(0x08, newint);
(*int65vec) = OxFOOF;
keep (0,1000);

Yelse

{
puts (“Program Already

Resident”);

B

void interrupt newfunc ()

(*oldint) ();
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The above template shows how the vector of int 0x65 can be used as a flag. This template
shows that a far pointer is maintained which is assigned the address of the int 0x65
vector. Before calling the keep() function i.e making the program resident a value of
OxfOOf is placed at this vector( this vector can be tempered as it is not being used by the
OS or device drivers). Now if another instance of the program attempts to run the if
statement at the start of the program will check the presence of 0x0f0Of at the int vector
of 0x65, if found the program will simply exit otherwise it will make itself resident. Or in
other word we can say that OxfOOf at the int 0x65 vector in this case indicate that the

program is already resident.

» But what if another program is
resident or using this vector.

Another Method

» Service # OxFF usually does not
exist for ISR’s.

» Key is to create another service #
OxFF for the ISR interrupt besides
other processing.

Example:

#include<stdio.h>

#include<BIOS.H>

#include<DOS.H>

void interrupt (*oldint) ();

void interrupt newfunc (unsigned int BP,.... ., flags);

void main()

{
_DI=0;
_AH = OxFF;

geninterrupt (0x13);

if (DI == 0xFOO0F) {

puts (“Program Already Resident”);
exit (0);

}
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The implements the service Oxff of interrupt 0x13 such that whenever this service is
called it returns OxfOOf in DI and if this value does not return then it means that this

program is not resident.

Example:
Else
{
oldint = getvect (0x13);
setvect (0x13, newint);
keep (0, 1000);
} _ else
void interrupt newint () { s
{ nn
if CAH == OxFF) aon
}
DI = OxFOOF; (*oldint) ();
return;
}
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09 - The interval Timer
The interval timer

Interval Timer
- Synchronous Devices require a
timing signal.

Clock — j |_| |_| | Clk

generated Cl Microprocessor

PCLK =1.19318 MHz
ChO to IRQD

Clk: Interval CH1 TO DRAM controller
PCLK (for peripheral Timer  Ch2 to PC Speak r
Synchronous Devices) —

The interval timer is used to divide an input frequency. The input frequency used by the
interval timer is the PCLK signal generated by the clock generator. The interval timer has

three different each with an individual output and memory for storing the divisor value.
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Dividing Clock signal

Counter Registers:

» Counter registers can be used to divide frequency.

7 6 543 210

| count

v v v v

/16 /8 /4 2

A counter register can be used to divide the clock signal. As shown in the slide above, 0
of the clock register is used to divide the clock frequency by 2 subsequently bit 1 is used

to divide it by 4 and so on.

The Division mechanism

0000 0000 0000 1000
0000 0001 0000 1001
0000 0010 0000 1010
0000 0011 0000 1011
0000 0100 0000 1100
0000 0101 0000 1101
0000 0110 0000 1110
0000 0111 0000 1111

The above slide shows a sequence of output that a 8bit clock register will generate in
sequence whenever it receives the clock signal. Observe bit #1, its value changes between

0 and 1 between two clock cycles so it can be used to divide the basic frequency by 2.
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Similarly observe bit #2 its value transits between 0 and 1 within 4 clock cycles hence it

divides the frequency by 4 and so on.

Timing diagram

Timing Diagram

NNnnnnnnnnn
Bit 0 (/2)
sty | | [ |
sie2ge | L |

Bit 3 (/16) r

Here is the timing diagram for above example. Bit #1 performs one cycle in between 2

clock cycles. Similarly bit #2 performs one cycle in between 4 clock cycles and so on.
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Command registers within the programmable interval timer

Interval Timer Programming;:
Command Reqisters
* 8-bit Command port

* Need to be programmed before
loading the divisor value for a
channel.

» 3 channels, each requires a 16-
bit divisor value to generate the
output frequency.

Command register and the channels need to be programmed for the interval timer to
generate a wanted frequency.

Command Register

7 6 5 4 3 2 10
1]/0(1 (1|0 |1 (0 |O
1 L
Ch: 00=0 orary 0
01=1 -
10=2 Mode 0~5
=000 ~ 101
01=Low Byte
10=High Byte
11=Low Byte followed
by High Byte

Command register is an 8 bit register which should be programmed as described in the
slide above before loading the divisor value. It signifies the channel to be programmed,
size of divisor value, the mode in which the channel is to be operated and also whether

the counter is to be used a binary or BCD counter.
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Mode Description

Uy uy

Divisor =4
Mode =0

Divisor =4
Mode =1

Divisor =4
Mode =2 ‘

Divisor =4

Mode=3 oo || e Y/

The interval timer can operate in six modes. Each mode has a different square wave
pattern according to need of the application. Some modes might be suitable to control a

motor and some might be suitable to control the speaker.

Binary counter

Binary Count:

1

o oo ]1]o fo |1

|

1
1

0
0

0
0

0
0

1
1

0
0

1
1

0
1

BcDcounT=89—>{1 [0 [0 [0 [1 [0 [0 [1 |

1 0 0 0 0 ©
1 0 0 o o0 1
99=1 0 1 0 0 1
0 0 0 0 0 ©

The interval timer channels can be used as a binary as well as a BCD counter. In case its
used in binary mode its counter registers will count in binary sequence and if its used as a

BCD counter its registers will count in BCD sequence as described above.
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Ports and Channels

Ports & Channels:

* 3-Channels 16-bit wide divisor value
i.e 0~65535

8-bit port for each channel therefore the
divisor word is loaded serially byte by byte.

Port Addresses

43H = Command Port

40H = 8-bit port for Channel 0
41H = 8-bit port for Channel 1
42H = 8-bit port for Channel 2

The interval timer has 3 channels each channel is 16 bit wide. The port 43H is an 8 bit
port used as the command register. Ports 40h, 41H and 42H are associated with the
channels o, 1 and 2 respectively. Channels are 16 bit wide whereas the ports are 8 bit

wide. A 16 bit value can be loaded serially through the ports into the register.

Steps for programming the interval timer

Programming Concepts for Interval
Timer:

» Load the Command byte into
command register required to

program the specific channel.

* The divisor word is then
Serially loaded byte by byte.
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The port 61H

61H Port

Connect
tointerval
timer=1
Rest of the bits are used by other
devices and should not be changed.
Turn ON Speaker =1
Turn OFF Speaker=0

the port 61h is used to control the speaker only the least significant 2 bits are important.
Bit 0 is used to connect the interval timer to the speaker and the bit #1 is used to turn the

speaker on off. Rest of the bits are used by other devices.

Example

Example:

//Program loads divisor value of 0x21FF
/[Turns ON the speaker and connects it to Interval
Timer
#include<BIOS.H>
#include<DOS.H>
void main()
{
outportb (0x43,0xB4);
outportb (0x42,0xFF);
outportb (0x42,0x21);
outportb (0x61,inportb(0x61) | 3);
getch();
outportb (0x61,inportb(0x61) & OxFC);

The above programs the interval timer and then turns it on. A value of Oxb4 is loaded into

the command register 0x43. This value signifies that the channel 2 is to programmed,
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both the bytes of divisor value are to loaded, the interval timer is to be programmed in
mode 2 and is to be used as a binary counter.

Then the divisor value say 0x21ffH, is loaded serially. First OXFF low byte and then the
high byte Ox21 is loaded. Both the least significant bits of 0x61 port are set to turn on the
speaker and connect it to the interval timer.

On a key press the speaker is again disconnected and turned off.

Producing a Delay in a Program

Timer Count:
40:6CH
Incremented every 1/18.2 seconds. Whenever INT8

unsigned long int far *time = (unsigned long int far*) 0x0040006C

void main()

{
unsigned long int tx;
tx = (*time);
tX = tx +18;

puts(“Before”);
while((*time) <= tx);
puts(“After”);

Delay can be produced using double word variable in the BIOS Data area placed at the
location 0040:006C. This value contains a timer count and is incremented every 1/18" of
a second. In this program the this double word is read, placed in a program variable and
incremented by 18. The value of 40:6¢H is compared with this variable in a loop. This
loop iterates until the value of 40:6¢H is not greater. In this way this loop will keep on

iterating for a second approximately.
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10 - Peripheral Programmable Interface (PPI)
Sample Program

unsigned long int * time = (unsigned long int *) 0x0040006C
void main()
{ unsigned long int tx;
unsigned int divisor = 0x21FF;
while (divisor >= 0x50) {
outportb(0x43,0xB4);
outportb(0x42,*((char*)(&divisor)));
outportb(0x42,*(((char*)(&divisor))+1));
outportb(0x61,inportb(0x61) | 3);
tx = *time;
IX=1tx+ 4
while (*time <= tx);
divisor =divisor -30;
}

The inner while loop in the program is used to induce delay. The outer loop simply
reloads the divisor value each time it iterates after reducing this value by 30. In this way
the output frequency of the interval timer changes after every quarter of a second
approximately. The speaker will turn on with a low frequency pitch and this frequency

will increase gradually producing a spectrum of various sound pitches.
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Sample Program

#include <dos.h>

#include <bios.h>

void interrupt (*oldint15) ();

void interrupt newint15 (unsigned int BP, unsigned int DI,
unsigned int SI, unsigned int DS, unsigned int ES,
unsigned int DX, unsigned int CX, unsigned int BX,
unsigned int AX, unsigned int IP, unsigned int CS,
unsigned int flags);

void main ()

{
oldint15 = getvect (0x15);
setvect (0x15, newint15);
keep (0, 1000);

void interrupt newint15( unsigned int BP, unsigned int DI,
unsigned int SI, unsigned int DS, unsigned int ES,
unsigned int DX, unsigned int CX, unsigned int BX,
unsigned int AX, unsigned int CS, unsigned int IP,
unsigned int flags)

if ( AH = = Ox4F)

if (AL == 0x1F)
{
outport (0x43, 0xB4);
outport (0x42, OxFF);
outport (0x42, 0x21);
outport (0x61, inport(0x61) ~ 3);

}

else
(*oldint15) ();

The above program is a TSR program that can be used to turn the speaker on/off. The
above program intercepts the int 15h. Whenever this interrupt occurs it looks for service #

0x4f (keyboard hook). If ‘S’(0x1f scan code) has been pressed it toggles the speaker.
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Sample Program

#include <dos.h>
#include <bios.h>
unsigned int divisors[4]={0x211f,0x1d45,0x1b 8a,,0x1e4c};
unsigned long int far *time =(unsigned long int far *)0x0040006C;
void main ()
{ unsigned long int tx;

int i=0;

while ('kbhit())

{

while (i<4)

{ outport(0x43,0xB4);
outport(0x42,*((char *)(&divisor[i])));
outport(0x42,*(((char *)(&divisor[i]))+1));
outport(0x61, inport(0x61)3);
tx="*time;
tx=tx+4;
while (tx >= (*time));
i+

}

i=0;
}
outport(0x61,inport(0x61)&0xFC);

This program generates a tune with 4 different pitches. This program is quite similar to
the one discussed earlier. The only major difference is that in that program the pitch was
gradually altered from low to high in this the pitches change periodically until a key is
pressed to terminate the outer loop. Four various pitches are maintained and their divisor
values are placed in the divisors[] array. All these divisor values are loaded one by one
after a delay of approximately quarter of a second and this continues until a key is

pressed.
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Sample Program

#include <stdio.h>
#include <dos.h>
#include <bios.h>
struct tagTones
{ unsigned int divisor;
unsigned int delay;
J3
struct tagTones Tones[4]={
{0x21ff,3},{0x1d45,2},{0x1b8a,3},{0x1edc,4} };
int i,ticks,flag=0 ;
void interrupt (*oldint15)();
void interrupt (*oldint8)();
void interrupt newint15();
void interrupt newint8();

unsigned char far *scr = (unsigned char far *)(0x00400017);

void main ()

{
oldintl15=getvect(0x15);
setvect(0x15,newintl5);
oldint8=getvect(0x08);
setvect(0x08,newint8);
keep(0,1000);

This is an interrupt driven version of the previous program. This program makes use of
the timer interrupt rather than a loop to vary the divisor value. Moreover interrupt 15 is

used to turn the speaker on /off.
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void interrupt newint15()
{
if (_AH==0x4f)
{
if ((_AL==0x1f)&&(((*scr)&12)==12))

ticks=0;

i=0;

outport(0x43,0xb4);

outport(0x42,*((c har *)(& Tonesi].di visor)));
outport (0x42,*(((char *)(& Tones[i].divisor))+1));
outport(0x61,inport(0x61)|3);

flag=1;

else if ((_AL==0x1E)&&(((*scr)&12)==12))
{
outport(0x61,inport(0x6 1)&0xfc);
flag=0;
}

return;

}
(*oldint15)();

The speaker turns on whenever ‘S’ (scan code 0x1f) is pressed and turns off whenever

‘A’ (scan code Ox1E) is pressed.

void interrupt newint8()
if (flag==1)
{

ticks++;
if (ticks == Tones[i].delay)
{

if (i==3)
i=0;
else
i++;
outport (0x43, 0xB4);
outport(0x42,*((char *)(&Tones[i].divisor)));
outport(0x42,*(((char *)(&Tones[i].divisor))+1));
outport(0x61,inport(0x61)|3);
ticks = 0;
}

}
(*oldint8)();

The timer interrupt shift the divisor value stored in the tones structure whenever the
required numbered of ticks( timer counts) have passed as required by the value stored in

the delay field of the tone structure.

More such divisor values and their delays can be initialized in the tones structure to
generate an alluring tune.
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Peripheral Programmable interface (PPI)

Parallel Ports (PPI)

Parallel Communication

CPU
Busy

Output
—1D0
———— D1
2
Parallel Out Put Device
——F— D7
I

Strobe

PPI is used to perform parallel communication. Devices like printer are generally based

on parallel communication. The principle of parallel communication is explained in the

slide above. It’s called parallel because a number of bits are transferred from one point ot

another parallel on various lines simultaneously.
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Parallel Communication

Input

DO
D1
D2

CPU 7 5 Parallel Input Device

DR

CPU I/0
Controller

Parallel Communication

> Faster
» Only Economically Feasible For

Small Distances
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11 - Peripheral Programmable Interface (PPI) II

Programmable Peripheral Interface

(PPY)

» Device Used as Parallel port Interface (1/0O
controller) is PPI

Programmable Peripheral Interface

(EP)

The PPI acts as an interface between the CPU and a parallel 1/O device. A I/O device
cannot be directly connected to the buses so they generally require a controller to be
placed between the CPU and 1/O device. One such controller is the PPI. Here we will see

how we can program the PPI to control the device connected to the PPI which generally is

the printer.
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Accessing the Parallel Port
Through BIOS Functions

Int1/H

Accessing the Parallel Port
Through BIOS Functions

Services

INT 17H [ 00 |Display Characters
01 |Initialize Printer

02 |Request Printer

DX Port Interface Number
register | 0=LpPT1,1=LPT2,2=LPT3

Int 17H is used to control the printer via the BIOS. The BIOS functions that perform the
printer 1/O are listed in the slide above with its other parameter i.e DX which contains the
LPT number. A standard PC can have 4 PPl named LPT1, LPT2, LPT3 and LPT4.
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Status Byte

Accessing the Parallel Port Through BIOS
Functions

All the function Returnin AH the Current Printer Status

(7 Jo Is |4 |3 [2 1 o |

Printer Busy. Time out
Receive Mode Selected
Out of Paper
Printer OffLine < » Transfer Error

The above listed function returns a status byte in the AH register whose meaning is

described in the slide above. Various bits of the byte describe the status of the printer.

Time out Byte
Accessing the Parallel Port Through BIOS
Functions
Time Out Byte

0040:0078 LPT1
0040:0079 LPT2
0040:007A LPT3

The BIOS service once invoked will try to perform the requested operation on the printer
repeated for a certain time period. In case if the operation is rendered unsuccessful due to
any reason BIOS will not quit trying and will try again and again until the number of tries

specified in the timeout bytes shown above runs out.
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Accessing the Parallel Port Through BIOS Functions

 Specify the number of Attempts BIOS perform
before giving a time out Error

» This byte Varies Depending upon the speed
of the PC

» Busy =0 Printeris Busy
» Busy =1 Printer is not Busy

Importance of Status Byte

Importance of the Status Byte

If((pstate&0x29)!=0)or
((pstate&0x80)==0) or
((pstate&0x10)==0)
{printerok=FALSE;}
else
{printerok=TRUE;}

The status of the printer can be used in the above described manner to check if the printer
can perform printing or not. In case there is a transfer error, the printer is out of paper or
there is a timeout the printer could not be accessed. Or if the printer is busy or if the
printer is offline the printer cannot be accessed. The pseudo is just performing these

checks.
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Importance of the Status Byte

17H/00H Write
acharacter on entry
AH=00

AL=ASCII code
DX=Interface#

On exit

AH=Status Byte

17H/01H Initialize Printer
onentry

AH=01

DX=Interface#

Onexit

AH=Status Byte

17H/02H Get Printer Status
onentry

AH=02, DX=Interface# On exit AH=Status Byte

Printing Programs
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Sample Program

Printing Program

union REGS regs; FILE *fptr;

void main(void)

{

fptr=fopen(“c:\\temp\\abc.txt”,”’rb”);

regs.h.ah=1;

regs.x.dx=0;

int86(0x17,&regs,&regs);

while(!feof(fptr))

{regs.h.ah=2;

regs.x.dx=0;

int86(0x17,&regs,&regs);
if ((regs.h.ah & 0x80)=—=0x80)
{ regs.h.ah=0;

regs.h.al=getc(fptr);
int86(0x17,&regs,&regs);

I

The above program performs programmed 1/0 on the printer using BIOS services. The

program firstly initializes the printer int 17H/01. The while loop will end when the end of

file is reached, in the loop it checks the printer status (int 17h/02) and write the next byte

in the file if the printer is found idle by checking the most significant bit of the status

byte.

Sample Program

#include <dos.h>
void interrupt (*old)();
void interrupt newint ();
main( )
{
old = getvect(0x17);
setvect(0x17,newint);
keep(0,1000);
}
void interrupt new ()
{ if C AH==0)
{

return;

(*old)(0;

Printing Program 1

if (_AL=="A") || ( AL=="Z")) //corrected

The above program intercepts int 17H. Whenever a certain program issues int 17H to

print a character the above TSR program will intercept the service and do nothing if A or
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11 - Peripheral Programmable Interface (PPI) 1l

Z is to be printed rest of the characters will be printed normally. Only the As and the Zs in

the printing document will be omitted.

Sample Program

#include <dos.h> Printing Program 2
void interrupt (*old)();

void interrupt newfunc ();

main()

old=getvect(0x17);
setvect(0x17,newfunc);

keep(0,1000);
ioid interrupt newfunc()
if ( AH==0)
if(_ALI=¢ ¢)
(*old)();

In this sample program again int 17H is intercepted. The new interrupt function will

ignore all the spaces in the print document.
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Sample Program

#include <dos.h> Printing Proaram
void interrupt (*old)( ); g Program 3

void interrupt newfunc ();
main()

old=getvect(0x17);
setvect(0x17,newfunc);
keep(0,1000);
}
void interrupt newfunc ()
{ if(_AH==0){
(*old)();
_AH=0;
(*old)();
_AH=0;
(*old)();

}
(*old)();

In this program interrupt 17h is again intercepted. Whenever a character is to printed the
new function call the old function thrice. As a result a single character in the print

document will be repeated 4 times.

Direct Parallel Port
Programming

Now we will see how the register within the PPI can be accessed directly to control the

printer.
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Direct Parallel Port

Programming

* BIOS support up to
three parallel ports
* Address of these LPT
ports is Stored in
BIOS Data Area
40:08 (word |LPT1

40:0A |word | LPT2
40:0C |word | LPT3
40:0E |word | LPT4

Above slide list the addresses within the BIOS data area where the base address (starting

port number) of LPT devices is stored.

Dump of BIOS data area

Direct Parallel Port Programming
Dump File Text

\Documents and Settingssydk.PGC>debug > ppi.txt

\Documents and Settings:\ydk.PGCldebug > ppi.txt

[ERROR: An Extended Memory Manager is already installed.
S Driver not installed.

\DOCUME™1sydk.PGC>type ppi.txt
40:88

4@ : BA6A BC B3 78 @3 78 62 CA 9F
pR4A:BA18 23 C8 AP 8A B2 80 OA 20-00 AR 2E 6@ 2E 68 64 20
pR4A:BA20 20 39 34 @5 3@ @B 34 27-30 BB 38 @9 AD 1C 77 i1
pR4A:BA3@ 77 11 6F 18 6F 18 72 13-72 13 64 20 64 20 6@ @0
AB40: 43 BA C3 O PP B0 BA @A-AE A3 50 B PO 10 BA @G
A3 Bh BA B PR B0 BR AA-AB A B0 B PA 0 BA @G
@F B¢ 8@ D4 B3 29 3@ F6-A3 B@ FO @@ FA SF 18 @@
A0 BA B0 0P PA A BA AB-14 14 14 14 @1 61 81 61
i 1E 6@ 3E 68 18 1@ B8 6@
q
s\DOCUME™1\ydk . PGC>

The dump of BIOS data area address specified in the previous slide for a certain computer
shows that the base port address of LPT1 is 0x03bc, for Ipt2 it is 0x0378, for Lpt3 it is
0x0278. These values need not be the same for all the computer and can vary from

computer to computer.

© Copyright Virtual University of Pakistan



11 - Peripheral Programmable Interface (PPI) 1l

Swapping LPTs

Direct Parallel Port Programming

unsigned int far * Ipt =
(unsigned int far *) 0x00400008 ;
unsigned int temp;
temp=*(Ipt);
*Ipt="*(Ipt + 1);
*(Ipt + 1)=temp;

The LPTs can be swapped i.e LPT1 can be made LPT2 and vice versa for LPT2. This can

be accomplished simply by swapping their addresses in the BIOS data area as shown i

the slide above.

Direct Parallel Port Programming
Port Reqisters

» 40:08 store the base address for Iptl

» The parallel port interface has 3 ports
internally

« If the Base address is 0X378 then the
three Ports will be 0x378,0x379 Ox37A

n
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LPT Ports

Direct Parallel Port Programming
Port Reqisters

Base +0=Data Port

[7]6[s]afs]2]1]o]

Base +1=Printer Status

Busy=0 | ACK=0 | PE=1 | SL=1 ERR=0 0 0 0

! V

Out of Paper  Printer Online

v

Printer is ready for Next Character

Printer is Busy

The first port (Base +0) is the data port. Data to be sent/received is placed in this port. In
case of printer the (Base + 1) is the printer status port as described in the slide. Each bit
represents the various status of the printer quite similar to the status byte in case of BIOS

service.

Printer Control Register

Direct Parallel Port Programming
Port Reqisters

Printer Control Register =Base + 2

7 6 5 4 3 2 1 0
[o [0 |o [IrRQ |sI [IN |ALF [sT |

|

IRQ ENABLE initialize Auto
Execute Interrupt Line STROB
When ACK=0; Field

SELECT InLine
Turn Computer on line

(Base +2) is the printer control register it is used to pass on some control information to

the printer as described in the slide.
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Direct Parallel Port Programming

Direct Parallel Port Programming
file *fptr;
unsigned far *base=(unsigned int far *)0x00400008
void main (void)
{
fptr=fopen(“c:\\abc.txt”,”rb”);
while( ! feof (fptr) )
{ if(!(inport (*base + 1) & 0x80)
{ outport(*base,getc(fptr));
outport ((*base+2,inport((*base+2) | 0x01);
outport((*base+2,inport((*base+2) & OxFE);
}
1

The above program directly accesses the registers of the PPI to print a file. The while
loop terminates when the file ends. The if statement only schecks if the printer is busy of

not. If the printer is idle the program writes the next byte in file on to the data port and

then turns the strobe bit to 1 and then 0 to indicate that a byte has been sent to the printer.

The loop then again starts checking the busy status of the printer and the process

continue.
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12 - Parallel Port Programming

Printer Interface and IRQ7

Printer
Interface
Printer _ ACK
) INT Interface [~
PIC [|RQ7

Printer

The printer interface uses the IRQ 7 as shown in the slide above. Therefore if interrupt

driven I/O is to be performed int OXOf need to be programmed as an hardware interrupt.

Interrupt Driven Printer 1/O
char buf [1024]; inti=0;
void interrupt (*oldint)();
void interrupt newint ();
void main (void)

{

outport(( *Ipt), inport( *Ipt) | 4);

outport(( *Ipt), inport( *Ipt) | 0x10);

oldint =getvect (0x0F);

setvect (OXOF, newint);

outport(0x21, inport( 0x21) & Ox7F);//corrected
keep(0,1000);

}
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12 - Parallel Port Programming

void interrupt newint ()
{
outport( *Ipt, Buff i]);
outport(( *Ipt)+2, inport(( *Ipt)+2) &OXFE);
outport(( *Ipt)+2, inport(( *Ipt)+2) | 1);
i++;
if(i==1024)
{
outport(0x21, inport(0x21)|0x80);//corrected
setvect(OxOF,oldint);

freemem(_psp);
}

Above is a listing of a program that uses int Ox0f to perform interrupt driven I/0. To
enable the interrupt OxOf three things are required to be done. The interrupt should be
enabled in the printer control register; secondly it should also be unmasked in the IMR in
PIC. The program can then intercept or set the vector of interrupt 0x0f by placing the
address of its function newint();

The newint() will now be called whenever the printer can perform output. This newint()
function writes the next byte in buffer to the data registers and then send a pulse on the
strobe signal to tell the printer that data has been sent to it. When whole of the buffer has
been sent the int OxOf vector is restored, interrupt is masked and the memory for the
program is de-allocated.

The above listing might not work. Not all of the printer interfaces are designed as
described above. Some modifications in the printer interface will not allow the interrupt
driven 1/O to work in this manner. If this does not work the following strategy can be

adopted to send printing to the printer in background.
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Printing in the background

#include <stdio.h>
#include <dos.h>
#include <bios.h>
#include <conio.h>
#include <stdlib.h>
void interrupt (*oldint)();
void interrupt newint();
unsigned int far * Ipt = (unsigned int far *)0x00400008;
char st[80]= "this is a test print string !!!!!11111";
inti;
void main ()
{
oldint = getvect(0x08);
setvect(0x08,ne wint);
keep(0,1000);

void interrupt newint()

{
if ((( inport((*1pt) +1)) & 0x80) == 0x80)

outport (*Ipt,st[i++]);
outport ((*Ipt)+2, inport((*Ipt)+2) & Oxfe);
outport ((*Ipt)+2, inport((*Ipt)+2) | 1);
}
if (i==32)
{
setvect (0x08,0ldint);
freemem(_psp);
}
(*oldint) ();

This program uses the timer interrupt to send printing to the printer in the back ground.
Whenever the timer interrupt occurs the interrupt function checks if the printer is idle or
not. If it’s the printer is idle it takes a byte from the buffer and sends it to the data port of
the printer interface and then sends a pulse through the strobe signal. When the buffer is
full the program restores the int 8 vector and the relinquishes the memory occupied by the

program.
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Printer Cable Connectivity

Printer Cable Connectivity

STROB

DO
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Not all the bits of the internal registers of the PPI are available in standard PCs. In

standard PCs the PPI is connected to a DB25 connector. And some of the bits of its

internal registers are available as pin outs as describes in the slide above.
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Computer to Computer communication

Computer to Computer

00 | [ [ |k [0 3 |2

1S e AmT

~SLTCIM — 17 ] 5L TEIM
GHO1 15 1z GHOL
SHO= 13 15 SHOZ
GHOE Z0 =il SE
GHO+ Zl 21 SO+
GHNOS 22 $ - lcuos
GHD= 23 23 GHOS
ENDF 24 24 GHOZ
SHOS Z5 25 SHOS

It might be desirable to connect one computer to another via PPIs to transfer data. One
might desire to connect them such that one port of PPI at one end is connected to another
port of the other PPI at the other end. But interconnecting the whole 8 bits of PPI cannot
be made possible as all the bits of the internal ports are not available as pinouts. So the
answer is to connect a nibble (4-bits) at one end to the nibble at the other. In this way two
way communication can be performed. The nibbles are connected as shown in the slide

above.
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PPI Interconnection

PO 2 15 Q3
P1 3 13 Q4
P2 4 12 Q5
P3 5 10 Q6
P4 6 —>e— 11 Q7
Q3 15 2 PO
Q4 13 3 P1
Q5 12 4 P2
Q6 10 5 P3
Q7 11 —«}— 6 P4

The pins that are interconnected are shown in the slide above. Another thing worth
noticing is that the 4™ bit of the data port is connected to the BUSY and vice versa. The
BUSY is inverted before it can be read from the status port. So the 4™ bit in data port at

PC1 will be inverted before it can be read at the 7" bit of status register at PC2.

Flow Control
An algorithm should be devised to control the flow of data so the receiver and sender may
know when the data is to be received and when it is to be sent. The following slides

illustrate one such algorithm.

D4 D3 D2 D1 DO

[q [Bp[52[ g [po >

Sender sends
LOW Nibble
and D4 =0
received as

BUSY =1

[1 [ B3| B2 B1 [ BO [ecelver

BUSY ACK PE SLC ER
E7 E6 E5 E4 E3
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First the low nibble of the byte is sent from the sender in bit DO to D3 of the data port. D4
bit is cleared to indicate the low nibble is being sent. The receiver will know the arrival of
the low nibble when its checks BUSY bit which should be set (by the interface) on
arrival.

BUSY ACK PE SLC ER

Sender
Receiver send | %3 | QZ | ?1 | 480 |
back LOW
Nibble and D4=0
received as
BUSY =1by
Sender

[0 [B3]B2[B1]BO |Recei"er

D4 D3 D2 D1 DO

The receiver then sends back the nibble turning its D4 bit to 0 as an acknowledgement of

the receipt of the low nibble. This will turn the BUSY bit to 1 at the sender side.

D1 DO

[ 3 | BY | 56 | 55 | pa [

Sender sends Hi
Nibble and turns
D4 =1 received

as BUSY =0 by

Receiver

Receiver

O

The sender then send the high nibble and turns its D4 bit to 1 indicating the transmission
of high nibble. On the receiver side the BUSY bit will turn to 0 indicating the receipt of
high nibble.
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The receiver then sends back the high nibble to the sender as an acknowledgment.

BUSY ACK PE SLC ER

Receiversend| Q | %7 | §6 | §5 “34 |Sender

back Hi Nibble
and turns
D4 =1 received

as BUSY =0 by
Sender

[ 1878685 B4 |Recei"er

D4 D3 D2 D1 DO
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13 - Serial Communication

Program implementing the described protocol

int i=0; char Buf[1024];
while (1)
{ ch=Buf[i];
if ((inport((*Ipt) + 1)& 0x80) == 0)
{ ch=Bufi];
ch =ch & OxEF;
while((inport((*Ipt) + 1) &0x80) == 0);

else

{ ch =Buf [i];
ch=ch>>4;
ch=ch|0x10;

outport (*Ipt, ch);
i++;
while((inport((*Ipt) + 1) &0x80) == 80);

This is the sender program. This program if find the BUSY bit clear sends the low nibble

but turns the D4 bit to 0 before sending. Similarly it right shifts the byte 4 times sets the
D4 bit and then sends the high nibble and waits for acknowledgment until the BUSY is

cleared.

inti;
while (1)
{ if ((inport(*Ipt + 1)& 0x80) == 0x80)
{ X = inport ((*Ipt) + 1);
X=X>>3;
X = X & OxO0F;
outport((*Ipt), x);

}

else

{ y=inport((*Ipt) +1);
y=y<<1;
temp =y,

y=ylx

while((inport(*Ipt + 1) &0x80) == 0x80);

y =y & 0xFO0; //instruction added
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temp = temp >> 3;
temp = temp | 0x10;
i++;
outport (*Ipt, temp);
Buf [i]=y;
while((inport((*Ipt) + 1) &0x80) == 0);
}

This is receiver program. If the BUSY bit is clear it receives the low nibble and stores it

in x. Similarly if the BUSY bit is O it receives the high nibble and concatenates the both
nibble to form a byte.
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Serial Communication

Serial Communication

* Advantages
« Disadvantages

Types Of Serial Communication

* Synchronous
» Asynchronous

In case of serial communication the bits travel one after the other in serial pattern. The
advantage of this technique is that in this case the cost is reduced as only 1 or 2 lines

maybe required to transfer data.

The major disadvantage of Serial communication is that the speed of data transfer maybe

reduced as data is transferred in serial pattern.
I here are two Kinds of serial communications.

Synchronous Communication

Synchronous Communication

* Timing signal is used to identify start and end
of a bit.

LSB MSB
1 1 0 0

Eulpiinnil

01101011

UutbuuuL

In case of synchronous communication as shown in the slide a timing signal is required to

identify the start and end of a bit.
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Synchronous Communication

« Sampling may be edge triggered.

* Special line may be required for
timing signal (requires another line).

* Or the timing signal may be encoded
within the original signal (requires
double the bandwidth).

Asynchronous Communication

Asynchronous Communication

* Does not use make use of timing
signal.

« Each byte (word) needs to
encapsulated in start and end bit.

In case of asynchronous communication no timing signal is required but each byte needs

to be encapsulated to know the end and start of a byte.
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13 - Serial Communication

UART (Universal Asynchronous Receiver Transmitter)

The UART is a device used for asynchronous communications. UART is capable o
encapsulating a byte that might be 5, 6, 7 or 8 bits wide in start and stop bits. Moreover it

can attach an extra parity bit with the data for error detection. The width of stop bits may

also vary.

Serial Communication using a UART

Parity Start bit
bit of next
byte
L 01 2 3 45 6 7 8 l
0_|||||||||||||\_
5-8 bit \
Start bit 1,15,2
Stop bit
* 1.5 Stop bit

Sampling Rate

Bit rate = 9600

A bit is sampled after = 1/9600
-- But start and end bits of a particular
Byte cannot be recognized.
-- S0 1.5 stop bit (high) is used to
encapsulate a byte. A low start bit at
the start of Byte is used to identify the
start of a Byte.
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Sampling Rate
-- Bit rate and other settings should be
the same at both ends i.e.
- Data bits per Byte. (5-8)
- Parity check
- Parity Even/Odd
- No. of stop bits.

Sampling Rate

1/1300 sec

J ! { ! ! 1

| Data bits l ‘ Stop bit
Start bit 0dd parity

A =41H =0100 0001 B

Parity = Odd

Data =8

Stop bit =1

Data rate = 300 bits/sec
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13 - Serial Communication

RS — 232C Standard

» Standard for physical dimensions of the
connectors.

RS - 232C Cable

P C (DCE)

Modem

(DTE) oo

serial port

RS232C is a standard for physical dimension of the connector interconnecting a

DTE(Data terminal equipment) and DCE (Data communication equipment).

RS — 232C Connectors and Signals
DB25 (25 pin connector)

DTR

o]
o]
@]
o
Q
o
@]
o]
o]
o]
(@]
o]

25 pin connector on PC

The pin outs of the DB25 connector used with RS232C is shown in the slide above.
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14 - Serial Communication (Universal Asynchronous
Receiver Transmitter)

RS — 232C Standard

» Standard for physical dimensions of the
connectors.

RS - 232C Cable

P C (DCE)

Modem

(DTE) oo

serial port

RS — 232C Connectors and Signals
DB25 (25 pin connector)

DTR

o]
o]
@]
o}
@]
@]
@]
o}
o]
o]
(o]
lo]

25 pin connector on PC
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Flow Control using RS232C

RI

CD

DTEy ¢ DTR —\_ R DCE
DR T
PC C Rs | mopEm
I

1RxD 1o

DTR (SHOULD REMAIN HIGH THROUGH OUT THE SESSION )
CTS (CAN BE USED FOR FLOW CONTROL )

Data is received through the RxD line. Data is send through the TxD line. DTR (data
terminal ready) indicates that the data terminal is live and kicking. DSR(data set ready)
indicates that the data set is live. Whenever the sender can send data it sends the signal

RTS( Request to send) if as a result the receiver is free and can receive data it send the

sender an acknowledge through CTS( clear to send) indicating that its clear to send now.

DB 9 Connector for UART

DB9 Connector

1
cp| O 5

2 (O |bsr
rRxD| O 7

3 O|rrs
T™xD| O 8

4 QOfects
DTR|O 9

5 O]R
GNDV

The above slide shows the pinouts of the DB 9 connector.
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UART internals

UART Internals -

H - - : : ; G —————
2 H | Receiver Buffer Register |4_| Receiver Shift Register :

E | Interrupt Enable Register | .
Interrupt
Line Status Register T to
Parity LOGIC
Interrupt ID Register
Divisor Latch Register

Line Control Register 1RT 2DTR

: | Modem Control Register iz

a

1.CTS 2 psSrR
Modem < 3.CD;
Status Register |« v 4RI
H A 4 > - - TxD
H 5 A : P Transmit Shift
v : | Transmitter Holding Register | »| Register —

This slide shows the various internal registers within a UART device. The programmer
only needs to program these registers efficiently in order to perform asynchronous

communication.

Base +
Transmitter Holding Register THR 0
Receiver Data RBR 0
Band Rate Divisor (Low Byte) DLL 0
Band Rate Divisor (High Byte) DLM 1
Interrupt Enable IER 1
FIFO Control Register FCR 2
Interrupt ID IR 2
Line Control LCR 3
Mode Control MCR |4
Line Status LSR 5
Modem Status MSR |6
Scratch Pad SP 7

The above table lists the registers within the UART ans also shows their abbreviation.

Also it shows there offsets with respect to the base register.
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Served Ports in Standard PC

BIOS supports 4 UARTS as COM Ports
COM1, COM2, COM3, COM4

Ports Memory Port Base
Address
comi 0040:0000 |03F8H
COom2 0040:0002 |2F8H
COM3 0040:0004 | 3E8H
COM4 0040:0006 |2E8H
BIOS Data Area
Text Dump
-d 40:0
0040:0000 F8 03 F8 02 E8 03 E8 02-BC 037803 78 02 CO9F .......... X.X.-..
0040:0010 23 C8 20 80 02 85 00 20-00 00 340034007110 #. ......4.4.q.
0040:0020 0D 1C 71 10 0D 1C 64 20-20 39 34 05 30 0B 3A 27 .. d

-q

0040:0030 30 0B 0D 1C 00 00 00 00-00 00 00 00 00 00 00 00 O.
0040:0040 D8 00 C3 00 00 00 00 00-00 03 50 00 00 10 00 00
0040:0050 00 OA 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ................
0040:0060 OF 0C 00 D4 03 29 30 00-00 00 00 00 02 C9 0B 00 ..
0040:0070 00 00 00 00 00 00 08 00-14 14 141401010101 ................

The above dump of the BIOS data area for a certain computer shows that the address of
COM1 is 03F8 , the address of COMZ2 is 02F8 and the address of COM3 is 03E8. These

addresses may not be same for all the computers and may vary computer to computer.
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Setting the Baud rate

Setting the Baud Rate

1.8432 MHZ=frequency generating by UARTS

internally
Baud rate =1.8432 MHZ / (16*Divisor)

Divisor value loaded in DLL ( Base +0)
and DLM ( Base +1)

Divisor = 1, Baud Rate = 115200
Divisor = OCH, Baud Rate = 9600
Divisor = 180H, Baud Rate = 300

I ne baud rate IS Sset In accordance with the divisor value loaded within the UAR | Internal

registers base +0 and base +1.

Line Control Reqister

Line Control Register

[7[6]5 [4[3[2 1o |
T
I Word Length
0 Load THR —>00-=58ITs
1Load Divisor Value 01 =6 BITS
10 =7 BITS
11 =8BITS
Stop Communicaw
L » Length of Stop BITS
Resume Communication =0 0 =one BIT
Constant Parity G —— 1 =1.5 for 5 bit Word
0 =NO constant Parity X
1 =Constant Parity ey Parity Clheck and
0if bit 4 =1 generation on
1if bit 4 =0 Parity
0=0dd < Gumm—
1 =Even.

The line control register contains important information about the behaviour of the line
through which the data will be transferred. In it various bits signify the word size, length
of stop bits, parity check, parity type and also the a control bit to load the divisor value.
The bit 7 if set indicates that the base +0 and base + 1 will act as the divisor register

otherwise if cleared will indicate that base + 0 is the data register.
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Line Status Register

<6 |5 4 [3 [2 |1 Jo |
L,

Data Ready =1

TSR is Empty=1 Over Run Error=1
TSR Contain a Byte=0 >

Parity Error =1

THR entry =1 —
THR contains a BYTE =0
ey

Transfer Error (Framing Error)

Stop Communication Sig‘nal from Other end =1 -

Line status register illustrates the status of the line. It indicates if the data can be sent or
received. If bit 5 and 6 both are set then 2 consecutive bytes can be sent for output. Also

this register indicates any error that might occur during communication.

Interrupt Enable Reqister

Interrupt Enable Register

XXX [2 [t Jo |
L,

Trigger Interrupt
On Data Ready =1

Trigger Interrupt <
As soon as THR is empty =1

Trigger Interrupt )
On change in Modem Status =1 Trigger Interrupt
Oﬂ line status change =1

If interrupt driven output is to be performed then this register is used to enable interrupt

for the UART. It can also used to select the events for which to generate interrupt as

described in the slide.
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Interrupt ID Register

Interrupt ID Register

XIXIXIXDX]2 [t o |
LT L

Trigger Triggered

Modem/Line -—
00 =Change in Modem Status

01 = THR is Empty

10 = Data is Ready

11 =Error in Data

Once an interrupt occurs it may be required to identify the case of the interrupt. This

register is used to identify the cause of the interrupt.
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15 - COM Ports

Modem Control Regqister

Modem Controller Reqgister

XD [z X1 o |

DTR

1 =Self Test

0 =Normal —>RTS

0 = Polling Operator
1= Interrupts Enabled

In case software oriented flow control technique is used the bits 0 and 1 need to be set in
that case. Bit #3 need to be set to enable interrupts. Moreover if a single computer is
available to a developer the UART contains a self test mode which can be used by the

programmer to self test the software. In self test mode the output of the UART is routed

to its input. So you receive what you send.
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Modem Status Register

Modem Status Reqister

[7 o |5 4 [s [2 |1 Jo |

CcD

R
DSR

>

Change
in CTS

ey Change in DSR

» Change in Rl

CTS €

% Change in C

D

This register indicates the status of the modem status line or any change in the status of

these lines.

FIFO Queue

UART (16550) FIFO QUEUE

7 |6 X

PE

110

o

Number of Characters Received
To Trigger an Interrupt

00 =After Every Character
01 =After 4 Character

10 =After 8 Character

11 =After 14 Character

v

FIFO buffer on=1

Clear Receiver

Buffer =1

Clear send Buffer =1

This feature is available in the newer version of the UART numbered 16500. A queue or

a buffer of the input or output bytes is maintained within the UART in order to facilitate

more efficient 1/0. The size of the queue can be controlled through this register as shown

by the slide.
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Interrupt ID Register

Interrupt ID Reaqister (Revisited)

7 & D}XI3 [2 ]t [o |
" 1

- Interrupt
1= Interrupt Triggered . _

Because Buffer is not full Triggered =1
But other side has

stop sending data. Reasons of Interrupt
(Time OUT) 00=Change in Modem Line Status
01=THR is Empty
10=Data is ready
,L 11=Error in Data Transmit

Any one of these BEING
SetIndicates FIFO is ON.

BIOS Support for COM Ports

INT # 14H

DX = Port # 0 for COM1
1 for COM2 etc.

Service #0 = Set communication parameters
Service #01 = Output characters

Service #02 = Read in characters

Service #03 = Get port status

The following slide shows how int 14H service 0 can be used to set the line parameter of
the UART or COM port. This illustrates the various bits of AL that should be set

according before calling this service.
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Service #0

AL =

000 =110 bauds
001 = 150 bauds
010 = 300 bauds
011 =600 bauds
100 =1200 bauds
101 = 2400 bauds
110 = 4800 bauds
111 =9600 bauds

Baud Rate '] Parity Check

Data Length

00 = None ;
01 = Odd 00 = Sbits
10 =Parity 01 = 6bits
Disable 10 = 7bits
11=Even & 11 =8bhits
# of stop bits
0 =1 stop bhit
1 =1.5or 2 stop bit

The Service on return places the line status in AH register as shown in the slide below.

AH = Line Status

Time Out‘J

TSR Empty

THR €=—=

Data Ready

Over run error

Break Detected <

» Parity error

» Framing error
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And places the modem status in the AL register as shown in slide below.

AL = Modem Status

Cb J Change inCTS
RI Change in DSR
Ready (DSR)<=— » Change in RI
Ready to Receive < » Change in CD

Other service of 14h include service #1 which is used to send a byte and service #2 which

is used to receive a byte as shown in the slide below.

Service # 01
ON ENTRY
AL = ASCII character to send
ON RETURN
AH = Error Code
If 7th bit in AH = 1 = Unsuccessful
0 = Successful

Service # 02
ON RETURN
AL = ASCII character received
AH = Error Code
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Communication through Modem

Modem

PC}:T’ Tel Line

|

UART  Digital Data Analog

S v B
| |

Analog Digital Data UART

Modem is generally used to send/receive data to/from an analog telephone. Had the
telephone line been purely digital there would have been no need of a modem in this
form. If data is to be transferred from one computer to another through some media which
can carry digital data then the modem can be eliminated and the UART on both

computers can be interconnected. Such arrangement is called a NULL modem.

PCE n PC

.

UART Cable UART
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NULL Modem Configuration

CDh1 CDh1
RxD 2

RxD 2
TXD 3 —— TXD 3
DTR 4\/ DTR 4
GND 5 GND 5
DSR 6/ I DSR 6
RTS 7>< RTS 7
CTS 8 CTS 8

RI9 RI9

The above slide shows the configuration used to interconnect two UARTS In this way a
full duplex communication can be performed and moreover flow control can also be
performed using DSR, DTS, RTS and CTS signals.

Sample Program

Example:

#include<BIOS.H>
#include<DOS.H>
char chi, ch2;

void initialize (int pno)

{
_AH=0;
_AL=0x57;
_DX=pno;
geninterrupt(0x14);
}
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char receivechar (int pno)
{

char ch;

_DX = pno;

_AH =2;

geninterrupt (0x14);

ch=_AL;

return ch;

void sendchar (char ch, int pno)
{
DX = pno;
_AH=1;
_AL =ch;
geninterrupt (0x14);
)
unsigned int getcomstatus (int pno)
{
unsigned int temp;
DX = pno;
_AH=03;
geninterrupt (0x14);
*((char*)(&temp)) = _AL;
*(((char*)(&temp))+ 1)=_AH;
return temp;
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16 - COM Ports |l

Sample Program using BIOS routines

Example:

#include<BIOS.H>
#include<DOS.H>
char chi, ch2;

void initialize (int pno)

{
_AH=0;
_AL=0x57;
_DX=pno;
geninterrupt(0x14);
}

char receivechar (int pno)
{

char ch;

_DX = pno;

_AH=2;

geninterrupt (0x14);

ch=_AL;

return ch;

The initialize () function initializes the COM port whose number is passed as parameter
using BIOS services. The recievechar() function uses the COM port number to receive a
byte from the COM port using BIOS services.
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void sendchar (char ch, int pno)
{
DX = pno;
_AH=1;
_AL =ch;
geninterrupt (0x14);
)
unsigned int getcomstatus (int pno)
{
unsigned int temp;
DX = pno;
_AH=03;
geninterrupt (0x14);
*((char*)(&temp)) = _AL;
*(((char*)(&temp))+ 1)=_AH;
return te